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Electronic conveyancing is here. But how will it evolve with the development of
blockchains being touted as one means by which fraud in relation to land can
be minimised, if not eliminated? With centralised land registries requiring
expensive risk minimisation strategies such as a government-funded assur-
ance fund, or the taking out of private title insurance, can blockchains provide a
systemic level of security that can improve the land titles system, and lessen
the need for other forms of risk minimisation? Advocates of blockchain
technology are high on hyperbole with what it can offer to support smart
transaction types in a number of fields. For others, blockchains have no great
advantage when applied to physical assets such as real property, and are
limited in their utility. This article seeks to advance the discussion, particularly
in the context of land administration. Against a backdrop of fraud occurring in
title by registration systems, the authors explain what blockchain technology is,
before testing its validity by outlining four common fraud scenarios within land
administration, and asking whether blockchain technology would have elimi-
nated the frauds in question. The findings show that blockchains would have
prevented the fraud in two of the scenarios, but not in the remaining two. In
addition, the findings note some of the known unknowns that will need to be
resolved prior to any enactment of a blockchain solution. The article’s
conclusion is that where the process leading to registration is in some way
unreliable, blockchains may offer some advantages. However, once the entry
of the transaction is registered, blockchains can play no role in testing or
checking the veracity of that entry. The authors also consider that, in the
context of derivative interests in land, such as easements, mortgages and fee
simples, blockchain technology is limited in capacity. Similarly, joint ownership
of land is routine, yet the security nuances of blockchains may make joint
ownership within a blockchain context difficult. These last two limitations
restrict the current applicability of blockchains and make its application
questionable for existing, soundly established land administration systems.

INTRODUCTION

When the Honduran police came to evict her in 2009, Mariana Catalina Izaguirre had lived in her lowly
house for three decades. Unlike many of her neighbours in Tegucigalpa, the country’s capital, she even
had an official title to the land on which it stood. However, the records at the country’s Property Institute
showed another person registered as its owner, too – and that person convinced a judge to sign an
eviction order. By the time the legal confusion was finally sorted out, Ms Izaguirre’s house had been
demolished.1

In Australia, and other market-based economies, the productive growth of a nation is enhanced by the
voluntary movement of property to its highest value use.2 The economic surplus and productivity
gained by the movement is seen as a positive for market growth. To achieve this, and to assist the
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operation of the market, the government needs to facilitate and enforce private property rights.3 If
right are uncertain, unstable, or liable to be extinguished, not only will individuals be less likely to
transact, but there will also be a consequential chilling in the economy.4 These economic principles
apply to land as well as to other transacted commodities.

For any government, the choices for a land administration system are either a recording-based
land registration system or a registration-based system – though within this taxonomy, the nuances are
many. With the former, the government merely provides a mechanism to provide public notice of a
claim of ownership but does nothing to validate ownership – the general law or old system title in
Australia. By contrast, with a registration-based system,5 the register is not merely a record of title, but
is also the mechanism that creates and validates that title.6 Evidence of this can be seen in Torrens title
jurisdictions that emanated from the Wakefield system of colonisation,7 or registration of title in civil
law jurisdictions that rely heavily on the use of a notary to authenticate transactions.8

As to which method a government will choose, history and social context play a deciding role9

but, for the most part, registration of title systems will deliver a lower-cost solution to the
formalisation of land title rights, particularly where transaction costs are high.10 Irrespective of which
system is chosen, recording and registration-based systems do share common characteristics. These
include a publicly accessible register;11 an understanding that people who rely on the register will
generally be in a superior position to those that do not;12 and, if a person fails to register, their interest
is undeniably more precarious than it would otherwise be.13

Whether it is a recording-based or registration-based system, Thomas, Low and Griggs have
previously identified the foundational elements that will lead to a stable and secure land administration
system – ingredients that apply irrespective of the system adopted.14 These are:

(1) that the party seeking to purchase an interest must be able to verify the identity of the vendor (that
is, that the vendor is the person they say they are);

3 Rose, n 2.

4 See the comments by Thomas J Miceli and CF Sirmans, “The Economics of Land Transfer and Title Insurance” (1995) 10
Journal of Real Estate Finance and Economics 81, 81.

5 For a discussion of the difference between the two, see Benito Arruñada, Institutional Foundations of Impersonal Exchange:

Theory and Policy of Contractual Registries (University of Chicago Press, 2011).

6 The position in European countries, including the countries based on a civil law system, is very complex. A summary of this
complexity can be found at Christoph Schmid, Christian Hertel and Hertmut Wicke, Real Property Law and Procedure in the

European Union, General Report (31 May 2005) <http://www.eui.eu/Documents/DepartmentsCentres/Law/Research
Teaching/ResearchThemes/EuropeanPrivateLaw/RealPropertyProject/GeneralReport.pdf>

7 Such as Australia, New Zealand and Canada. For a discussion of the Wakefield method of colonisation, see Richard
Charles Mills, The Colonization of Australia (1829-1842) The Wakefield Experiment in Empire Building (Gutenberg e-book,
2014) <http://gutenberg.net.au/ebooks14/1400101h.html>.

8 For a discussion in respect of the international convergence in land title systems, see Murray Raff, “Characteristics of the
International Model of Land Title Registration Illuminated by Comparative Study of the German and the Torrens Systems”
(2012) 1 European Property Law Journal 54.

9 The role of title insurance companies and the political power they possess has seen only a very limited role in the United States.
See the discussion of title insurance by Benito Arruñada, “A Transaction Cost View of Title Insurance and its Role in Different
Legal Systems” (2002) 27(4) The Geneva Papers on Risk and Insurance 582.

10 Arruñada, n 5, Ch 5; Miceli and Sirmans, n 4.

11 Real Property Act 1900 (NSW) s 31B(1); Transfer of Land Act 1958 (Vic) s 27(1); Land Title Act 1994 (Qld) s 27; Real

Property Act 1886 (SA) ss 47, 49; Transfer of Land Act 1893 (WA) s 48(1); Land Titles Act 1980 (Tas) s 33(1); Land Titles Act

1925 (ACT) s 43(1); Land Title Act (NT) ss 6(1), 30.

12 This emanates from the paramountcy of the indefeasibility provisions. See the discussion in Anthony Moore, Scott Grattan
and Lynden Griggs, Bradbrook, MacCallum and Moore’s Australian Real Property Law (Thomson Reuters, 2016) [4.100].

13 Moore et al, n 12, [4.105].

14 Rod Thomas, Rouhshi Low and Lynden Griggs, “Australasian Torrens Automation: Its Integrity and the Three Proof
Requirements” (2013) 2 New Zealand Law Review 227; Rod Thomas, Rouhshi Low and Lynden Griggs, “Designing an
Automated Torrens System: Baseline Criteria, Risks and Possible Outcomes” (2015) 3 New Zealand Law Review 425.
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(2) that once this party has had its identification verified, there is a connection made between this
individual and the relevant owner on the register; and

(3) that the person with this ownership right has the right to transfer or create new interests in the
land (that is, there is no mortgagee or third-party interest holder – such as an interest claimed
under Indigenous land rights – that controls what can be done with the land). Alternatively, that
the intended transaction complies with the general law requirements for that transaction to be
effective in law.

In saying this, Low and Griggs were suggesting that without identity and authentication, there is
no capacity to connect what has occurred in the past with what is occurring in the future. “Identities
are the chains of our lifetime”15 and ensuring that the public record is accurate means a reduction in
land fraud,16 and provides a less expensive way to resolve disputes, as well as protecting the stratum
of the market-based economy. In essence, what the three proof requirements of a well-functioning land
administration system deliver is market efficiencies, integrity, and most importantly, the concept of
trust.

If there is no community expectation of trust and no individual understanding of what this means
in the context of land administration, then governments have failed to meet the needs of their citizens
– certainly the Honduran government failed Mariana Catalina Izaguirre. Public faith in the
conveyancing process, and in land as a marketable commodity will be lost if key indicators are not
present. Purchasers need to be able to trust that the transaction will deliver the parcel of land they
understood they were buying. Vendors need to be confident the money for the sale will be
forthcoming. Owners need to be secure in the knowledge that loss of title will not routinely occur.
This trust is particularly absent in those jurisdictions where land records can be destroyed or lost
(deliberately or by natural disaster), where the bureaucracy surrounding land transfer is expensive or
corrupted, or where the system of customary titles, urban squatting, and informality make it very
difficult to establish ownership.17

The purpose of this article is to explore that notion of trust and examine whether, with blockchain
technology, this concept is enhanced in light of the previously mentioned three proof requirements.
For some, the benefits of blockchain technology are seen to be enormous with the potential to allow
each individual to possess his or her own “personal, inscrutable Domesday Book”.18 For others,
though, such talk is simply hyperbole; the blockchain can never be seen as a “trust protocol” for a land
administration system, and it has “no native connection to real world assets”.19 Support for the latter
view is seemingly endorsed by the forestalled progress in implementing a blockchain solution for
Honduras, with persons of the ilk of Mariana Izaguirre unlikely to see anything like a guarantee of

15 Michael Mainelli and Mike Smith, “Sharing Ledgers for Sharing Economies: An Exploration of Mutual Distributed Ledgers
(AKA Blockchain Technology)” (2015) 3(3) The Journal of Financial Perspectives 1, 29.

16 Land ownership and corruption associated with land is one of the areas that Transparency International has recognised as a
significant problem (particularly in developing countries): Transparency International, Global Corruption Barometer (2013)
<https://issuu.com/transparencyinternational/docs/2013_globalcorruptionbarometer_en>.

17 See the comments in Abhishek Dobhal and Matthew Regan, “Immutability and Auditability: The Critical Elements in
Property Rights Registries” (Speech presented to the 2016 World Bank Conference on Land and Poverty, Washington DC,
14-18 March 2016) 6.

18 Casey S Sullivan, “Can Blockchain Technology Revolutionize the Land Registry System” on Findlaw: Technologist

(23 March 2016) <http://blogs.findlaw.com/technologist/2016/03/can-blockchain-technology-revolutionize-the-land-registry-
system.html>.

19 Stephen Wilson, “Blockchain Really Only Does One Thing Well”, The Conversation, 20 July 2016.
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title anytime soon.20 By contrast, backing for the benefits of blockchains can be easily found, with
both Sweden and the Republic of Georgia considering the use of blockchain technology in their land
administration.21

What the authors aim to do is to look behind the message of those invested in and conflicted
about the use of blockchains, and reflect on whether a distributed blockchain ledger designed for real
property is capable of supporting a safe, secure, and trusted land administration system. It is, after all,
this notion of trust that will deliver a coherent and consistent land administration system. Without it,
doctrinal integrity within the substantive principles of land law will be undermined, with a resulting
destabilisation of public faith in what is the most critical asset of a country. The goal of public trust
must be unwaveringly sought.22

The conclusion is that in countries with poor governance regimes, where paper records have not
been maintained, or where natural disasters have destroyed hard copy records,23 blockchain
technology may assist in providing a trusted online land registration system. In those countries where
well-qualified employees maintain a registry and where search and transaction costs are (as a
percentage of the value of the real estate) minimal, there seems little immediate incentive to use
blockchain technology. Indeed, blockchains’ known unknowns in terms of its operation make any
clear analysis uncertain.

It is also clear, though not addressed in this article, that to place trust in a distributed, peer-to-peer
computational register, rather than in a centralised registry founded on “democratic politics, legitimacy
and accountability, is not necessarily an appealing or empowering [idea]”.24 Nevertheless, despite such
significant questions requiring responses, the appeal of blockchains is being unhesitatingly promoted
in international terms. Thus:

The promise of the blockchain as a decentralized trustless public ledger extends far beyond simply
tracking different Bitcoins. The true technological revolution the blockchain represents the creation of a
system that for the first time allows for scarce, rivalrous property. The blockchain is prohibitively
difficult to hack and falsify and could be used as a reliable system to track the ownership of real
property, such as land deeds … dramatically lowering search and transaction costs.25

This article will now look at how blockchains operate, and how the underlying blockchain
technology could be modified to enable real property transactions.

BLOCKCHAINS – WHAT IS THEIR RELATIONSHIP TO LAND: POSSIBILITIES AND

PROBLEMS?

“Simply put, the blockchain is an economic layer for the internet.”26 What it does is allow for
peer-to-peer transfer of items of value to be made, without the ongoing intervention or need for a
central registry to clarify or put parameters around what is being sold (though, as will be shown, a
central registry in relation to land will still have an important role). It is a “distributed public ledger,

20 Pete Rizzo, Blockchain Land Title Project “Stalls” in Honduras (26 December 2015) Coindesk <http://www.coindesk.com/
debate-factom-land-title-honduras>. For a discussion of the issues surrounding Honduras, see Victoria Lemieux, Trusting

Records: Is Blockchain Technology the Answer? (November 2015) Research Gate
<https://www.researchgate.net/publication/284440141_Trusting_Records_Is_Blockchain_Technology_the_Answer>.

21 Editorial, Georgia Pilots and Sweden Ponders – Is Blockchain the Future for Europe’s Land Registries? (1 August 2016) Red
Herring <http://www.redherring.com/startups/georgia-pilots-sweden-ponders-blockchain-future-europes-land-registries>.

22 Ian P Williamson, “Best Practices for Land Administration Systems in Developing Countries” (Paper presented to
International Conference on Land Policy Reform, 25-27 July 2000) 15. Williamson suggests that doctrinal consistency requires
that land registration systems achieve three goals: security of tenure for the landholders; recognition of the significant land
rights that affect the majority of the population; and that it obtains and retains public trust in the system.

23 For example, Haiti after the earthquakes of 2010: see Dobhal and Regan, n 17, 5.

24 The Economist, n 1, 22.

25 Misha Tsukerman, “The Block is Hot: A Survey of the State of Bitcoin Regulation and Suggestions for the Future” (2013) 30
Berkeley Technology Law Journal 1127, 1128.

26 Aanchal Anand, Matthew McKibbin and Frank Pichel, “Colored Coins, Bitcoin, Blockchain, and Land Administration”
(Presentation to the Annual World Bank Conference on Land and Poverty, Washington DC, 14-18 March 2014) 4.
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and a permanent algorithmic record of all … transactions”.27 The phrase “blockchain” stems from the
notion that each transaction forms part of a publicly available ledger that contains a record of all the
previous transactions made using that block or hash. Each block is added in a chronological fashion,
and each node (or computer connected to the block) has access to a complete copy of the blockchain.
It is much like a bank statement that records every transaction in an account from the time that the
bank statement was formed. Because the chain is on every node (representing the distributed public
ledger), it becomes exceedingly difficult to retrospectively modify the transaction history and thereby
commit fraud.28

Perhaps the most widely used example of blockchain technology is Bitcoin, which for the
purposes of this article will be used to explain the underlying blockchain technology platform and
system for transferring payments and assets. Bitcoin is a peer-to-peer electronic cash system that is
designed to compete with fiat currencies without the need for declaration of legal tender either by a
government or a central bank. Specifically, Bitcoin allows online payments to be sent from one party
to another without reliance on a “trusted third party” such as a financial institution.29 For example, if
Party A wished to send 100 dollars to Party B, it would need to rely on an intermediary like
MasterCard or PayPal, which manages the transfer of money between the ledgers of each party. Party
A would add $100 to its PayPal account, which PayPal would then deduct from Party A’s PayPal
account ledger and add to Party B’s ledger.30 However, because digital money (like all digital assets)
is infinitely replicable, Party A could send the money file to Party B, but then keep a copy and
continue to send it to other parties.31 In computer science, this is known as a “double spending”
problem, and can only be solved by a trusted third party providing insurance to support the
transaction.32 However, Nakamoto describes how transactions with a trusted clearing authority over
the internet are not entirely reliable, with the potential to lead to conflict between the parties.33 This is
particularly problematic when dealing with large transactions such as those for the transfer of real
property. Furthermore, the presence of a third party potentially undermines the confidentiality of a
transaction that may occur between two parties.34

As a result, Bitcoin relies on a number of abstractions to manage the pseudonymous transaction of
bitcoins between two or more parties. Each party begins by acquiring a Bitcoin wallet in order to store
Bitcoins without requiring a name or proof of identity.35 In addition, the Bitcoin wallet also gives
users access to the public transaction ledger underlying Bitcoin (the eponymous blockchain) that
maintains a record of all transactions made between parties who have registered Bitcoin accounts. Ron
and Shamir estimated in 2012 that this public record consists of about 180,000 html files,36 with these
files containing records of more than 16 million transactions.37 In order to solve the “double spending”
problem described above, the blockchain is decentralised (in that it is not hosted on any one computer)

27 Louise Parsons, “Bitcoin: Consumer Protection and Regulatory Challenges” (2016) 27 JBFLP 184, 188.

28 A simple explanation of the blockchain can be found at Investopedia, Blockchain

<http://www.investopedia.com/terms/b/blockchain.asp>.

29 Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System (31 October 2008) <https://bitcoin.org/bitcoin.pdf>.

30 Jerry Brito and Andrea Castillo, Bitcoin: A Primer for Policymakers (Mercatus Center, George Mason University, 2013) 5.

31 Brito and Castillo, n 30, 5.

32 David Chaum, “Achieving Electronic Privacy” (1992) 267 Scientific American 2.

33 Nakamoto, n 29, 1.

34 Alexis C Madrigal, “Libertarian Dream? A Site Where You Buy Drugs With Digital Dollars”, The Atlantic,
1 June 2011 <http://www.theatlantic.com/technology/archive/2011/06/libertarian-dream-a-site-where-you-buy-drugs-with-
digital-dollars/239776>.

35 Dorit Ron and Adi Shamir, “Quantitative Analysis of the Full Bitcoin Transaction Graph” (2012) IACR Cryptology ePrint

Archive 584, 585.

36 Ron and Shamir, n 35, 585.

37 Sarah Meiklejohn, Marjori Pomarole, Grant Jordan, Kirill Levchenko, Damon McCoy, Geoffrey M Voelker and Stefan Sav-
age, “A Fistful of Bitcoins: Characterizing Payments among Men with No Names” (Proceedings of the Conference on Internet
Measurement Conference, 2013) 127, 130.
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using the same technology that underlies the file sharing system BitTorrent. This is designed to ensure
that the transaction history cannot be modified retrospectively. Each Bitcoin user account is assigned
two encrypted keys: a public key, which represents the “Bitcoin address” and is linked to each
individual Bitcoin in a user’s account, and a private key, which is used to sign off on particular
transactions.38 This is part of an abstraction known as asymmetric encryption, where the sender’s
public key is used to encrypt the sender’s message and the recipient’s private key is used to decrypt
the message. In other words, the private key is the digital equivalent of a signature and the public key
is a digital mechanism to verify that signature. In the study mentioned above, Meiklejohn estimates
that there are 12 million distinct public keys in the Bitcoin blockchain. To use the example described
above, if Party A were to send a Bitcoin payment to Party B, Party A would create a message that
contains Party B’s public key (to represent Party B’s transaction being added to the blockchain). This
message is then verified with Party A’s public key and signed with Party A’s private key, as seen
below in Figure 1 demonstrating the operation of the verification and signature system for
blockchains.39

Anyone else inspecting the blockchain can then verify that Party A’s transaction was signed with
Party A’s private key and that Party A transferred those Bitcoins to Party B.40 An electronic coin is
represented by a chain of digital signatures, with the previous owner of the Bitcoin signing a hash
when the bitcoins are transferred from one account to another.41 When a transaction occurs, the public
key of Party B is then hashed to the end of the coin so that a payee can verify the signatures and
ensure the authenticity of the line of transactions.42 The verification of each public and private key is
carried out by users who run Bitcoin software on their personal computers to “mine” Bitcoins and add
to the blockchain. In a sense, the users are volunteering their central processing unit (CPU) power to
verify transactions.43

Although this introduces a way of verifying each transaction, this still leaves open the question of
how to ensure that a particular coin has not been double spent. In particular, linking the transaction to

38 The “public private key” system of asymmetric encryption was first described in Whitfield Diffie and Martin Hellman, “New
Directions in Cryptography” (1976) 22(6) IEEE Transactions on Information Theory 644.

39 Nakamoto, n 29, 2.

40 Brito and Castillo, n 30, 5.

41 Nakamoto, n 29, 2.

42 Nakamoto, n 29, 2.

43 Brito and Castillo, n 30, 7.
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a particular IP address may allow for double spending.44 Bitcoin attempts to resolve this problem
using timestamps to record exactly when each Bitcoin was transferred. Accordingly, the Bitcoin ledger
is maintained by anonymous participants who run Bitcoin software. These anonymous participants are
called “miners”.

Miners extend the blockchain by solving cryptographic puzzles in a process known as
proof-of-work, where time stamps are created and attached to each block in the blockchain, along with
a randomly generated hash string added to the header of the blockchain.45 The hash string is then
checked against the database to determine whether it already exists or not; if it already exists, the hash
is not added to the blockchain, and a random hash string is generated until that hash is not found in the
database.46 This adds an additional layer of security to prevent the double spending problem. The
existence of the time stamp attached to the hash recording the transaction proves when the hash was
added to the coin and by extension when the transaction took place. This timestamp is then added to
the next list of timestamps to provide a chain of record of all the previous transactions that took place
with that particular Bitcoin. This is in turn provided to the public ledger so that a complete record of
all Bitcoin transactions and the time that they were made is available.47

Brito and Castillo argue that the blockchain technology associated with Bitcoins has numerous
social benefits, including lowering transaction costs by cutting out the intermediary and improving
access to basic financial services as a means to support anti-poverty measures.48 However, as Bitcoins
are stored as electronic files in digital wallets, they are vulnerable to being lost or stolen using
malware.49 Where this occurs, the results may be catastrophic for the owner of the electronic wallet.

Indeed, Antonopoulos argues that for larger purchases, users should wait for multiple
confirmations from Bitcoin miners to ensure the authenticity of the transaction.50 Accordingly, there is
significant uncertainty amongst different countries on how best to manage Bitcoins and other
cryptocurrencies – specifically whether they should be treated as assets or a form of currency in their
own right. However, as Swan notes, the underlying blockchain technology (or Blockchain 1.0) is
analogous to the TCP/IP protocol stack underlying the internet. From a historical perspective, once
this infrastructure was in place, additional protocols (such as HTTP, FTP and SMP) could be
implemented on top of TCP/IP. Likewise, Blockchain 1.0 could be used to support a variety of
different transactional services, transferred to a variety of different settings (collectively referred to as
Blockchain 2.0), including smart contracts and smart property.51

In the context of land, a blockchain-based system would provide a publicly available blockchain
that would not be controlled by any central agency but would instead contain a record of all

44 Nakamoto, n 29, 3.

45 The proof-of-work algorithm underlying Bitcoin was based on Adam Back’s Hashcash algorithm: Adam Back, Hashcash – A

Denial of Service Counter-Measure (2002) <www.hashcash.org/papers/hascash.pdf>.

46 Kaylash Chaudhary, Ansgar Fehnker, Jaco van de Pol and Marielle Stoelinga, “Modeling and Verification of the Bitcoin
Protocol” (Paper presented at the Proceedings Workshop on Models for Formal Analysis of Real Systems (MARS), Suva, Fiji,
23 November 2015) 47-48.

47 Nakamoto, n 29, 5.

48 Brito and Castilo, n 30, 12-14.

49 Brito and Castilo, n 30, 15. A glaring example of this is the failure of the Mt Gox Bitcoin trading website. Approximately 6%
of all Bitcoins in existence were stolen from Mt Gox in February 2014. The vulnerabilities of Bitcoins from a technical and legal
perspective are discussed in Tyler Moore and Nicolas Christin, “Beware the Middleman: Empirical Analysis of Bitcoin-
Exchange Risk” (Presented at the International Conference on Financial Cryptography and Data Security, 2013) and
Lawrence J Trautman, “Virtual Currencies; Bitcoin & What Now After Liberty Reserve, Silk Road and Mt Gox” (2014) 20
Richmond Journal of Law and Technology 4.

50 Andreas M Antonopoulos, Mastering Bitcoin (O’Reilly Media, 2015) 211-212.

51 Melaine Swan, Blockchain: Blueprint for a New Economy (O’Reilly Media, 2015) 9-10.
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transactions made for the sale of real property within the registry.52 Rather than have the central
registry verify the accuracy of the information (such as in Torrens, where, if the register is inaccurate,
compensation is payable), or have a notary authenticate the identity of the individuals (as happens in
civil law title by registration jurisdictions such as Germany), or where the owner or purchaser of land
protects against risk through the taking out of title insurance (such as in the United States), the
underlying transaction within a blockchain construct is protected by a timestamp system that records
when the specific payment was made.

Essentially what the blockchain will do is replace the trusted party – be that the central registry,
the notary, or title insurance. Instead, it is intended that the blockchain will provide verification of the
transfer of title in a way that is cheap, accessible, and not reliant on the agents of governments, the
behaviour of trusted identifiers, or the uptake of costly insurance. The blockchain therefore replaces
the centralised operation with a distributed operation that is not under the control of a trusted official,
but where the security is guaranteed by a proof-of-work system – the “mixture of mathematical
subtlety and computational brute force built into its consensus mechanisms, the process by which
[thousands of computers] agree on how to update the blockchain in the light of … transfers from one
person to another”.53 If trust is seen as a function of human behaviour, then blockchains represent the
ultimate trustless system.

Having said this, it would appear to be impossible to dispense entirely with the central agency in
relation to land. Bearing in mind that the blockchain concept involves a distributed register, how
would the issue of the original “root title” be dealt with?

With land, one would need to start with a “genesis token” (the activity akin to the opening of the
bank account) that would represent the initial ownership of the house and be connected to the person
that is the true owner. But should that owner wish to become a vendor and sell, potential buyers need
to know that this token is unique to this house and that the token is unspent. And in respect of land
ownership, this can only be done if someone can verify that this token, or private key, is the only one
available and is linked through property identifiers to that particular item of land. The purchaser of the
land, would then have access to the complete historical set of information relating to land, and be able
to identify that the vendor is who they say they are, that there is no other token within the system
available in respect of that unique land, and that no third party retains an overriding right to deal with
that land. This, it is suggested, is a role for the state, or some entity in a comparable position, to
provide some assurance that the root title is secure and reliable. Clearly, this is a fundamental point of
departure from Bitcoin, which constitutes, essentially, the trading of a fungible.

What this means for land is uncertain, but what follows is an attempt to provide a concrete
illustration, using central registries common to Australian States:

• The Land Titles Office or Registry is responsible for the registration of privately owned land –
this would represent the genesis token and would be equivalent to a Bitcoin when first mined by
a user running Bitcoin mining software on their computer.

• Currently, this register will link the specific land identifiers to a named individual(s) on the folio
of the register, with this information duplicated in the certificate of title.

• The Registry, assuming it is comfortable with the verification of this information by other users in
the blockchain, will provide to the current owner an unambiguous property identifier (such as the
volume and folio identifiers), with this authenticated by the Land Titles Office. A cryptographic
identity is created when this person links into the blockchain for the first time. The authors’
opinion is that the Blockchain 1.0 technology is unlikely to be sufficient to support the trading of
real assets because of the uncertainties outlined above. One attempt to deal with this issue is the
introduction of the concept of coloured coins. This is the introduction of metadata tags to express

52 Editorial, “The Trust Machine”, The Economist, 31 October 2015, 11: “One idea, for example, is to make cheap tamper-proof
public databases – land registries, say, (Honduras and Greece are interested); or registers of the ownership of luxury goods or
works of arts.”

53 The Economist, n 1, 19.
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assets having some degree of uniqueness beyond currency.54 Coloured coins are then managed by
specialised wallet software that can be used to assess the metadata attached to each coin.55 For
real property, it is intended coloured coins would be used as a “genesis transaction output” to
represent the registration of the property in question with the Registrar of Title.56 Each coloured
coin would be enveloped within an electronic wallet. If the owner wished to sell the property, they
could send their coin to the purchaser, signed with the recipient’s private key and verified with the
sender’s public key to indicate that the transaction is valid.57 The current paper certificate of title
would not be stored on the blockchain, nor would the identity documents – rather these would be
“hashed” – that is, represented by a series of texts and numbers and linked to the coloured coin as
metadata to be associated with the property title.

• The land can now be transferred without the intervention of the central registry. The only asset
that can be transferred is the stored information. At this stage, there is no assurance that the stored
information would be a correct and complete record of current ownership interests. It is merely a
collection of prior “recordations” on the coloured coin. One cannot, therefore, discount the
existence of “off register” third-party interests, either derived from the owner of the coloured coin,
or in some way made “binding” on the owner of the land by operation of law. In computer
language, it is a case of “rubbish in, rubbish out”. Nor does this resolve the issue of who issues
the coloured coin in terms of a correct root title form of certification.

• Once issued, the transfer of a coloured coin from the purchaser to the vendor would be carried out
using the asymmetric public and private encryption system described above. While speculative at
this stage, it is suggested that, in practical terms, it would seem unlikely that this would occur by
the actions of any vendor direct to the appropriate purchaser, though this would not be impossible.
It is more likely one would see authorised and trained individuals using the public and private
keys of the parties to complete the conveyance. Although this may technically undermine the
“smart contract” nature of blockchain technology insofar that an additional trusted party is
involved, given the size of the transaction, it would surely be appropriate to add this extra layer of
security in the form of an authorised agent in order to ensure the transaction occurs in the
necessary manner.58

• The new purchaser, now in possession of this coloured coin, and the publicly accessible database
(which is analogous to a peer-to-peer version of the Domesday Book) can then rely on other users
to verify the authenticity of the coloured coin. Once they are satisfied by the virtual notary service
(and comfortable that no other party controls the rights to deal) the transfer can then be
considered completed, with the money transferred and a new hash added to the blockchain
representing the transaction. The main concern here would be the length of time required to verify
the transaction.59

• This new purchaser now has an unspent coin linked to the hash, which can be used to transfer the
property at a subsequent time. Assuming that blockchain authentication can ensure the validity of
the transaction, the blockchain would deliver “enhanced security against fraud, increased
resilience and improved transparency”, and possibly “reduce, if not entirely prevent, property

54 Eduardo Castelló Ferrer, The Blockchain: A New Framework for Robotic Swarm Systems (August 2016)
<https://arxiv.org/abs/1608.00695>.

55 Antonopoulos, n 50, 217.

56 Anand et al, n 26. (Coloured to represent that the coin or token refers to a specific asset). The blockchain reference provides
a visual idea as to how transactions are grouped together into blocks, with each new block added to the existing chain. The
totality of the blocks (ie the blockchain) is the entire history of land transactions for each parcel of land.

57 Ghassan O Karame, Elli Androulaki and Srdjan Capkun, “Double-Spending Fast Payments in Bitcoin” (Paper presented at
CCS 12 Proceedings of the 2012 ACM Conference on Computer and Communications Security, Raleigh NC, US,
16-18 October 2012) 3.

58 Antonopoulos, n 50, 212.

59 Karame et al, n 57 note that Bitcoin transactions that are processed too quickly may be vulnerable to double-spending
problems.
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fraud”60 or at least some aspects of it. The blockchain contains a timestamp recording when the
transaction occurred and the contents of the documents. If someone was to attempt to upload or
create a second entry of the document, the blockchain would prevent this occurring (on the
grounds that the hash is already in the blockchain), or would reject the document on the grounds
containing an error, thus preventing is recordation.

What makes this process so inherently secure are three factors. First, the transfer from one party
to another will involve the use of a proof-of-work algorithm to verify the integrity of the real property
blockchain ledger without reliance on a central authority. As alluded to previously, land registry offices
in some jurisdictions of the world may be poorly resourced, liable to corruption, or missing vital
documents. Once the transaction is authorised, the remaining computers running blockchain software
and mining run the proof-of-work algorithm to check the authenticity of the transaction. Crucially,
proof-of-work algorithms are hard to solve and easy to verify.61 Furthermore, there is no way of
determining which part of the blockchain will solve the equation, therefore making tracing the users
responsible for verification close to impossible. It provides a “precise, verifiable, and immutable audit
trail, which then serves as a reliable source of truth for all future transactions”.62

Second, the blockchain contains the entire transactional system associated with each block of land
within the registry. If a malicious party attempted to defraud the system, they would need to recreate
this entire history which is distributed on a peer-to-peer network on a large number of computers.
Accordingly, fraud by a third party abusing the system would not be possible unless someone was to
control at least 51% of the computers that were part of the blockchain network so as to control the
verification process.63 Whilst there are concerns about a government taking control of a blockchain
currency in this fashion, it is unlikely that a typical land fraudster would be able to harness this many
machines to successfully defraud the blockchain.

Finally, the absence of a central database that leads to transaction change should effectively
prevent misuse by land registry officials.

Despite these perceived advantages, many problematic issues remain. Most notable amongst these
is how the blockchain would cater for derivative (and non-derivative) interests that exist in relation to
land not recorded on the coloured coin. Examples may be easements, mortgages and restrictive
covenants.

A fortiori, would the blockchain have any role in protecting or regulating interests that can exist
outside of the recorded or registered estates, such as adverse possessory or prescriptive interests? It is
beyond the scope of this article to reflect on how the blockchain would note these derivative or
off-register interests, other than to recognise that if easements, mortgages, restrictive covenants etc can
be registered, noted, or recorded on the current title arrangements, then not to do so under a
blockchain regime would potentially undermine the credibility of the new process. By way of
example, the coloured coin might not (as a matter of law) even represent the current ownership of the
land. An example would be a title claim, recognised at general law as having displaced the title of the
documentary owner of the land represented by the coloured coin.

Furthermore, even for Torrens systems, “off register” interests can be made binding on the
registered proprietor in circumstances which vary from jurisdiction to jurisdiction. Any successful
blockchain must surely be built to deal with the difficult interests, as much as it can contend with the
standard transfer of the fee simple estate. It may even be stated that the success of any system should
be judged by the way it deals with the tough issues, not the easy “low hanging fruit”.

60 Deloitte, Blockchain Applications in the Public Sector (2016) <https://www2.deloitte.com/content/dam/Deloitte/ch/
Documents/innovation/ch-en-innovation-deloitte-blockchain-app-in-public-sector.pdf>.

61 Boohyung Lee and Jong-Hyouk Lee, “Blockchain-Based Secure Firmware Update for Embedded Devices in an Internet of
Things Environment” (2016) The Journal of Supercomputing 1.

62 Dobhal and Regan, n 17, 10.

63 The Economist, n 1, 20.
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Insofar as the system does not deal with such issues, it is important to understand how responses
to them would play out. It may be that the coloured coin is, in fact, unreliable evidence of ownership
and cannot be safely conveyed “peer to peer” without the use of trained conveyancers being involved.

Further issues emerge. If the electronic wallet containing the unspent coloured coin represents
land that is jointly owned, does this require that the private key gaining access to the electronic wallet
is shared by the joint owners, or will each joint owner have their own private key that must be
provided for access to be gained to the coloured coin?64 If the former, then the blockchain will open
itself to abuse by one co-owner acting in relation to the property in circumstances where they have no
authority from the other co-owner. Therefore, if a blockchain based system is to succeed as a system
for transferring real property, there must be sufficient inherent flexibility in order to accurately
represent the different proprietary interests that can vest in real property.65 At the moment, such
flexibility seems difficult to articulate within the blockchain context.

BLOCKCHAINS AND THE THREE PROOF REQUIREMENTS: THE NOTION OF TRUST

Trust can be defined as a “reliance on the integrity … or on some quality or attribute of a thing” or as
a “firm belief in the reliability, truth … of something”.66 It is about making an assessment of risk
based on empirical, logical, fact supported evidence. And that evidence is established by way of three
icons:67

(1) Being able to establish the history or the provenance of the land in question (though with Torrens
land being a non-derivative title68 this element is substituted by way of statutory imposition of
indefeasibility, which renders errors in the past irrelevant to the non-fraudulently registered
title).69

(2) Being assured that the person providing that provenance has a reputation that meets the needs of
the community and the participants (in central land administration systems, the registry fulfils this
function).

(3) Confidence that the arrangements for transferred can be performed with accuracy and certainty,
and with speed at an appropriate cost (this is provided by the substantive legal principles that
support the process of conveyancing and which determine the person who prevails when a
conflict occurs).

As stated, blockchains deliver trust in a fundamentally different way. Rather than rely on a
handshake, evidence of writing, sealed deeds, attested documents, or publicly guaranteed registers,
blockchains deliver trust through a means of a binary mathematical algorithm which only few will
even understand. If the reputation of blockchain technology can be built by performance and
stakeholders are comfortable with the process, then much will be accepted, even though technical
understanding will not be appreciated. After all, an ordinary person does not need to understand how
the mechanics of a motor vehicle work to drive – our confidence is built on the reputation of the car
makers, the prevalent use of vehicles, the rarity of accidents occurring, and the assurance built on
empirical evidence that the machinery is not likely to be responsible for the accidents that occur.70

64 Sayed Hadi Hashemi, Faraz Faghri, Paul Rausch and Roy H Campbell, “World of Empowered IoT Users” (Paper presented at
2016 IEEE First International Conference on the Internet of Things Design and Implementation (IoTDI), Pittsburgh, 18 April
2017) describe a blockchain model for joint ownership where each party that jointly owns the property holds a public and a
private key. Whether this model would be suitable for real property remains to be seen.

65 Anand et al, n 26. An example of this may be a husband seeking to transfer jointly owned land without his wife’s consent.

66 According to, respectively, The Macquarie Dictionary Online and The Oxford English Dictionary Online.

67 Adopted from Lemieux, n 20, 3, who identifies an overarching view of provenance, under which sit reputation, performance,
competency and confidence.

68 Breskvar v Wall (1971) 126 CLR 376.

69 See the discussion surrounding indefeasibility in Moore et al, n 12, [4.100].

70 For a discussion of the issues in respect of accidents and driverless cars, see Adam Thierer and Ryan Hagemann, “Removing
Roadblocks to Intelligent Vehicles and Driverless Cars” (2015) 5(2) Wake Forest Journal of Law and Policy 339. See also
James Anderson et al, “Autonomous Vehicles: A Guide for Policymakers” (Research Paper, Rand Corporation, 2016) 59
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As to whether individuals will be willing to pass their most significant and valuable asset, as well
as their physical connection with the planet, into the hands of no one in particular remains a vexed
question. Intuitively, in those countries where the land registry is well respected and maintained by
quality systems and people, the argument for change will be difficult to make. By contrast, for the
likes of Mariana Catalina Izaguirre, a belief that change will deliver a better outcome is an appealing
prospect, but if the result is not sound for technical reasons, any such relief would be short lived.

As to what blockchains can deliver, reliability is obviously key, as well as the capacity to retain a
digital footprint for time immemorial (though it is recognised that these are also possible under current
computerised registries). The difference with blockchains is that this information can more easily be
made available to the public – it becomes another database maintained and accessible by all, just as
the Bitcoin blockchain can be accessed by individuals or through third-party repositories.

Blockchains might also allow a more flexible securitisation of property because individual land
owners will more easily be able to give and obtain security in a decentralised and distributed network
– peer-to-peer lending and security is more easily facilitated. Administrative costs may be lowered in
a digitised, non-centrally funded and competitive environment, and ease of use encouraged through
the increasing digital knowledge and awareness of each generation.71 And for those countries without
an already embedded and well-functioning central registry, blockchains may provide the lowest cost,
long-term solution for establishing a secure and practical, functioning land registry system, thus
bypassing some of the problems that may be inhibiting a trusted land administration regime in that
jurisdiction. Even in those countries which have the resources to deliver a coherent conveyancing
process, blockchains may have the potential to unleash new funds for investment elsewhere. For
example, title insurance adds a significant and costly component to the price of purchasing a property
in the United States, and this expense is starkly demonstrated when compared to the cost of title
insurance in Torrens jurisdictions.72 If the blockchain is able to dramatically reduce the cost of title
insurance through its ability to prevent double spending, and a reduction in the administrative costs of
checking the title, then these savings can be leveraged elsewhere.73 As stated, however, a coloured
coin is no more than a means of recording stored data. Whether it represents all current title issues
(derivative and non-derivative) is an issue not known to have been discussed in any meaningful depth
to date. There are many known unknowns that need to be thoroughly examined.

As noted, three trust elements are critical to conveyancing. First, there must be the identification
of the parcel of land – we must trust what we are buying and selling. Secondly, trust within land
transactions must prevent the item being sold or transacted twice. Finally, there must be a record of
transactions so that if a dispute arises, a historical basis (a good root of title within old system land
title),74 or substantive legal principle (indefeasibility)75 can be used as the fulcrum upon which
resolution balances. What blockchains can do is, in effect, combine the best elements of conveyancing
for old system land title and, for those title by registration jurisdictions, add this to the certainty of
indefeasible title. It may remove the weakness of old system title (that the abstract of title was private,
and possibly error-ridden), and by making the Domesday book public, potentially renders the system

<http://www.rand.org/pubs/research_reports/RR443-2.html> for a discussion of the regulatory options in this area.

71 See the discussion by Dobhal and Regan, n 17, 6-7.

72 Thomas J Miceli and CF Sirmans, “The Economics of Land Transfer and Title Insurance” (1995) 10 Journal of Real Estate

Finance and Economics 81, 88 where they concluded that if transaction costs are not low, the system of land administration that
awards the property to the possessor (such as Torrens) is more efficient than a system which awards the property to the true
owner, such as in the United States.

73 Oscar Williams Grut, Goldman Sachs, 5 Practices Uses for Blockchain – from Airbnb to Stock Markets (28 May 2016)
Business Insider <http://www.businessinsider.com/goldman-blockchain-beyond-the-hype-practical-uses-2016-5/?r=AU&IR=T>.
Title insurance faces an uncertain future, not just because of blockchains. See the comments by Arruñada, n 9, 599.

74 The current legislation for registration of deeds associated with old system title is Conveyancing Act 1919 (NSW)
ss 184A-184J; Property Law Act 1958 (Vic) Pt 1; Property Law Act 1974 (Qld) ss 241-249; Registration of Deeds Act 1935

(SA); Registration of Deeds Act 1856 (WA); Registration of Deeds Act 1935 (Tas).

75 Moore et al, n 12, [4.100].
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immutable from fraud, particularly in the context of double-dealing. It delivers a trusted public record;
although, in countries like Australia and New Zealand, this largely occurs already.

At their heart, the three proof requirements outlined above go to the heart of trust within the land
registration system. If the community does not have an expectation of trust within how the
government manages private holdings of land, then the system will fail society, and significantly and
deleteriously affect the functioning of the market in real estate.

There is no doubt that, in principle, blockchains can significantly add value in terms of being a
database (or in land terms, a registry) that connects valuable items to people. However, it is hard to see
that is does anything more than be an elaborate or well-designed and protected database.76 Once in
that database, then the provenance and history of that land (such as it is) can be securely protected,77

but what cannot be protected by the blockchain is the identity of persons that are connected to the
land, or the control of the right to deal with that land. Nor may the information recorded on the
database truly reflect all the relevant information that is applicable to that parcel of land. The examples
below will illustrate this point.

THE APPLICATION OF BLOCKCHAINS TO FOUR TYPICAL FRAUD SCENARIOS

This section explores four scenarios, all based on actual situations, and examines whether the use of
blockchains may have prevented or weakened the opportunity for fraud. The findings provide the
rationale for the article’s ultimate conclusion. Blockchains have no role in preventing fraud if the type
of fraud relates solely to the validity of the underlying instrument. If one person is able to steal an
identity, then blockchains will not prevent that fraud occurring. Indeed, the speed and lack of human
intervention in the process may well forestall any opportunity for a natural person, such as registry
staff, who currently might intervene if concerned about the transaction. By contrast, if the process,
rather than the underlying entry is invalid, then blockchains may be able to isolate the problem and
prevent it from occurring. In effect, blockchains may legitimise the process but if that process is
legitimate, it has nothing to say about the validity of the underlying entry.

Pilcher v Rawlins (1872) 7 Ch App 259 (double sale of the one property)

Pilcher, acting as trustee, held money on behalf of the beneficiary. In 1851, Pilcher lent this money to
Rawlins on security over land which Rawlins owned. As this was general law land, this saw the title
to land owned by Rawlins conveyed to Pilcher, with Rawlins retaining the equity of redemption.
Pilcher and Rawlins, in an attempt to defraud others, then borrowed money from two other parties
(Stockdale and Lamb), and in so doing purported to give a mortgage over the previously mortgaged
land to Stockdale and Lamb. As the property had already been conveyed to Pilcher as part of the
earlier mortgage, this was not possible. The documents provided to Stockdale and Lamb omitted any
reference to the 1851 transaction. In 1856, Pilcher reconveyed the land originally owned by Rawlins,
back to Rawlins, but without receiving any payment. This put Pilcher in breach of his obligations as a
trustee. Rawlins then executed a mortgage over the land in favour of Stockdale and Lamb, who were
now the legal owners, though there was a prior equitable interest held by the beneficiary. In deciding
in favour of the legal interest holder (Stockdale and Lamb), it was held that they did not have notice
of the earlier equitable interest, and as they held the legal interest, their interest prevailed.

In reviewing the facts of this case as it might apply to a modern day scenario where blockchains
are involved, it would seem that the second transaction (the conveyance to Stockdale and Lamb)
would not have occurred. In this instance, when checking the veracity of the second transaction the
blockchain would have uncovered the 1851 mortgage by Pilcher and Rawlins. Uisng the Bitcoin
analogy, it would have shown the transaction as unconfirmed, with the purchaser of the second
transaction informed of this. It would not have been possible for the second transaction to have been
hidden; the history of the transactions for that parcel of land would have been verified, not by recourse

76 Wilson, n 19, 3: “If your business is decentralised and your assets are purely digital, then blockchain has a lot to offer, but
otherwise, it’s just another database.”

77 As noted by The Economist, n 1, 21.
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to the records or information supplied by one individual (the private abstract supplied in a general law
conveyance), but by the thousands of computers and the mathematical algorithms behind blockchains
that would each test the veracity of the transaction. What the blockchain does is authenticate the
process, but does not validate the entries – in a nutshell, it prevents double dealing with the land.78 In
applying the previously mentioned test of verification of identity, connection to the land, and
identification of control of the right to deal, and given that Pilcher and Rawlins were both complicit in
the fraud, the three proof requirements would not have prevented the fraud. These factors would all
have been met, albeit by way of breach of fiduciary obligation. But blockchains would have added the
extra dimension of ensuring that there was no second transaction occurring. It would have identified
that there was a problem to the second putative purchasers and, while the record of land ownership
would have been correct, it would obviously have alerted the second purchasers to the difficulties
inherent in their transaction.

Frazer v Walker [1967] 1 AC 569 (forgery or identity theft by a co-owner)

Mr Alan Frazer and Mrs Flora Frazer were the jointly registered proprietors of a dairy farm. Flora
borrowed £3,000 from the Radomskis and indicated that the dairy farm would be provided as security.
To allow this mortgage to occur, Flora was required to have both her and her husband sign the relevant
documents. Without her husband’s knowledge, she forged his signature, and a solicitor’s clerk then
indicated that both parties had signed in front of him when this was not the case. Flora used the funds
to pay off the mortgage, with the balance retained for her personal use. When the repayments to the
Radomskis were not made, the Radomskis exercised the power of sale available to them under the
mortgage and sold to Walker. Walker was then registered as the owner, but his claim to possession was
resisted by Alan Frazer who sought the restoration of his and his wife’s name to the title to the
property.

The Privy Council, on appeal from the New Zealand Courts, held in favour of Walker. His title
was indefeasible at the time of registration, and despite the general law invalidity of a forged
instrument, registration was deemed to cure any defects that existed in the prior instruments.

In contrast to Pilcher v Rawlins, it is difficult to see that the use of blockchains would have
prevented what had occurred here. While blockchains may validate the process, they do not in any
way validate the entry. If Flora Frazer was able to successfully dupe the law clerk and mortgagees as
to the validity of the signatures, assuming the same duplicitous behaviour occurred in a modern
electronic conveyancing/blockchain environment,79 then little could be done to alter the outcome. This
is not a scenario where there was an attempt to sell the same parcel twice. What is certain is that, if
correct procedures had been followed by the law clerk, the fraud would have been discovered. Contact
with the true owner (Alan Frazer) would have revealed that the transaction should not proceed.
Critically, the first proof element was undermined because there had never been any verification of
identity. What is unknown in this scenario is how blockchains might have protected the co-owned
interest of Alan Frazer. If he had had a separate, unique and undisclosed private key that represented
his interest, with such key not in the control of his wife, then his blockchain signature could not have
been forged.

Challenger Managed Investments Ltd v Direct Money Corp Pty Ltd
(production of a false certificate of title)

In this situation, the person committing the fraud made a representation to the central land registry in
New South Wales for the issuance of a replacement certificate of title. This person alleged that the
paper copy of the certificate that they purportedly once held had been destroyed when their house was
demolished during a cyclone. The reality was that the certificates were being held by a solicitor on
behalf of the true owner. The Land Titles Office approved the issuance of a new certificate, and from
this a new loan was issued to the fraudster.

78 See the comments by Lemieux, n 20, 13.

79 It should be noted that electronic conveyancing does impose increased protocols and responsibilities on parties to verify the
identity of the parties to the transactions. See, eg Sch 8 of the Model Participation Rules for the electronic conveyancing system
in Australia <http://www.arnecc.gov.au/__data/assets/pdf_file/0006/205926/Model_Participation_Rules_Version_3_Clean.pdf>.
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The fraud was possible as the person committing the criminal activity was able to dupe the Land
Titles Office and, as noted in the case, a greater level of viligance by the Land Titles Office might have
revealed what was occurring.80

It is possible that blockchain technology would have prevented this fraud. The fraud was
accomplished via the capacity to mislead one central agency. As the certificate of title was held by a
solicitor, a distributed ledger would have revealed that a certificate of title was currently being held by
a solicitor and the creation of the false, second certificate of title would have impinged the trust
protocols with the blockchain – the history or provenance of the land in question would have revealed
what was being attempted. The removal of the central authority in a blockchain scenario would have
prevented this fraud occurring.

Canberra Property Scam (modern identity theft through access to
electronic-based information)

In September 2013, fraudsters impersonated the owner of a Canberra property using a forged email
address. The owner, who was living in South Africa, was unaware of what had occurred.81 The
fraudster duped the property manager into changing the contact details of the true owner, and once this
had occurred, the fraud was relatively easy to perpetrate. The house was valued, the fraudster engaged
a real estate agent to sell the property, and lawyers to undertake the conveyance. The lawyers, when
requesting details of the loan account, were told that the documents had been destroyed in a fire. The
lawyers proceeded to obtain the certificate of title and discharge of mortgage from the relevant bank.
The fraudster forged the victim’s signature on the pertinent documents. The fraud came to light when,
several months later, the true owner contacted the property manager about the absence of maintenance
statements in relation to the property. Police were immediately contacted, but the scam was complete.
The money had been transferred into an Indonesian bank account and from there, its whereabouts are
unknown. Police attempts to find the fraudulent party have been unsuccessful. In August of 2016, the
victim was able to successfully claim from the ACT government the value of the property, legal costs,
and lost rental income. In passing judgment, Allsop JA noted: “Neither the real estate agent nor the
solicitor undertook checks sufficient to identify that their instructions were being provided by a
fraudster rather than by the owner of the properties.”82

In this instance, blockchain technology would not have prevented the scam. Once the identity of
the true owner is assumed, and all relevant parties believe that they are acting for the correct party, the
underlying transaction is not queried, merely the process is verified. What blockchains may provide,
however, is a greater barrier to assuming the identity of the existing owner. In this scenario, the true
owner had changed email addresses and notified the real estate manager. The fraudster was able to
gain that new email address somehow, and then ask the real estate manager to alter the contact details
to a new email address, which was controlled by the fraudster. It is arguable that the unspent coin
which represents the last block in the chain held by the current true owner is less likely to be stolen or
revealed as this could be protected by way of the password, or with a third-party repository with its
own internal checks to verify access.

What these four examples reveal

These four matters – two of them standard authorities within land law; the others, modern illustrations
of contemporary concern – demonstrate the importance of the three proof requirements as the key
criteria by which land administration systems must be judged. They also highlight that, if not
overblown, blockchains’ capacity to assist the process and security of conveyancing in a jurisdiction
where a trusted land registry system is already in place is likely limited to transactions involving
double-dealing. In jurisdictions where the land registry system is insecure and without the expertise of

80 Challenger Managed Investments Ltd v Direct Money Corp Pty Ltd (2003) 59 NSWLR 452, 454.

81 See the details reported here: Megan Gorrey, “ACT Government to Pay Canberra Property Scam Victim More than
$540,000”, The Canberra Times, 22 August 2016 <http://www.canberratimes.com.au/act-news/act-government-
to-pay-canberra-property-scam-victim-more-than-540000-20160822-gqy4a1.html>.

82 Astell v Australian Capital Territory [2016] ACTSC 238, [1].
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qualified officials or the necessary resourcing from a central authority, or where title insurance is not
used as a hedge against risks, then blockchains would seem to be a measure that could deliver benefits
that would assist a person like Mariana Catalina Izaguirre.

It seems that the frauds perpetuated in Pilcher v Rawlins and Challenger Managed Investments v
Direct Money Corp would be less likely, if not highly unlikely, to succeed in a blockchain
environment. With Frazer v Walker and the recent Canberra property scam, there is only a limited role
for blockchain technology to prevent these from happening – the problems not occurring in the
process, but in the validation of the entries. “The cryptographic protocols of the blockchain only
promise to prevent double-spending. They provide zero protection from other forms of fraud, such as
hacking, which is not only possible but commonplace.”83

CONCLUSION

The purpose of this article was to attempt to separate the hype from the hyperbole of blockchains and
how they might relate to land administration. There is no doubt that in countries embarking on a
mission to embed the notion of title and have it attached to identified individuals may do worse than
consider the advantages that the blockchain concept may potentially offer. With a largely blank canvas
from which to work, the blockchain might well, to borrow a visual image, “stack up” against other
central forms of land registries once some of the uncertainties in terms of its application are ironed
out.

By operating without any need for long, ongoing central involvement (if this is possible), the
effect on the public purse is greatly diminished, and with the increased flexibility offered by a
distributed ledger and the ability to have a true peer-to-peer verification and validation service, greater
financial flexibility is achieved. Such advantages may be significant in countries where there is no
central enforceable evidence that one has a secured and legally binding title to land. With this possibly
affecting some two-thirds of the world’s population, it has been estimated that unleashing the value of
certain property rights could stimulate the world’s economy by some US$20 trillion.84

For those countries where a central registry is, and has been, a mainstay of the land administration
system, resistance to change will be significant, as well as being hard to justify. As trust is the key to
a well-functioning land administration system, then many will simply say “if it ain’t broke, don’t fix
it”. The analysis in this article shows that in its application to certain frauds, such as where the process
is legitimate but the underlying entry is void in terms of private law recognition, blockchains will have
little influence, specifically where the scenario is one of identity theft or forgery. The article has also
raised concerns about how derivative and co-owned interests will be catered for within a blockchain
registry. At present, it is simply a known unknown. Perhaps the lesson to be learnt is that the three
proof requirements may ultimately extend to a fourth issue, which is the benefits a digital revolution
can bring. After all, the elimination of at least one type of fraudulent scenario may be enough to
encourage some active interest in a blockchain system.

Trust evolves from provenance, confidence and accuracy. What might ultimately be seen is that
the conveyancing process brought by the Torrens land administration system could draw from
blockchains the principles of historical provenance so important to general law conveyancing. This
could be done to enhance the potential and operation of title by registration. Title by registration and
registration of title may be converging in ways not previously considered.

83 Kelvin Low and Ernie GS Teo, “Legal Risks of Owning Cryptocurrencies” in D Chuen and Robert Deng (eds), Handbook of

Digital Finance and Inclusion (Reed Elsevier, forthcoming 2017) Vol 1.

84 Suggested by the well-known Peruvian economist Hernando De Soto: see n 21. De Soto is the President of the Institute for
Liberty and Democracy <http://www.ild.org.pe/publications/articles>.
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