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1. Executive Summary 
 

Low earth orbit (“LEO”) has always attracted significant interest from the commercial space 
industry. With the cost of placing assets in space rapidly declining and access to capital becoming 
easier as commercial uses of space are becoming normalised, new regulatory issues are emerging. 

Today, several large ‘mega-constellations’ are being deployed by global corporate entities. These 
mega-constellations create significant challenges as well as many opportunities for the Australian 
space industry, policy-makers and regulators. This Report identifies and evaluates the legal and 
regulatory arrangements and risks for these LEO satellites with the aim of providing an Australian 
perspective on global regulatory challenges to help inform preparations for the next World Radio 
Conference (“WRC”) to be held in 2023 (“WRC 23”), and to educate key stakeholders on the issues 
relevant to LEO operations. 

These challenges are acute because of the rapid uptake of LEO as a commercial domain. Some 
commentators have referred to the speed and size of LEO deployments as a ‘gold rush’.1 Over the 
five years to December 2019, the number of satellites orbiting Earth increased by 77%. In the year 
to December 2020, the number of satellites increased a further 37% to 3,371 active satellites.  

SpaceX’s Starlink system alone has approval from the U.S. Federal Communications Commission 
(“FCC”) for 12,000 satellites and SpaceX is seeking authorisation for a further 30,000 satellites. A 
representative from Boeing says that the growth of LEO filings with national regulatory agencies 
‘raises serious concerns about long-term space safety and sustainability.’2 Canadian scholars 
Aaron Boley and Michael Byers argue that it ‘risks multiple tragedies of the commons.’3 

The Australian Space Agency (“ASA”) has designated communications technologies and services 
as one of the National Civil Space Priority Areas.4 The ASA’s Communications Technologies and 
Services Roadmap identifies LEO satellite services as one of six focus segments for priority in 
capability development and as an area where ‘there is high potential to deliver to the market with 
competitive and comparative advantage over the next decade.’5 

So-called mega-constellations of satellites in LEO promise low-cost communication and 
connectivity, as well as Internet of Things (“IoT”) and Machine to Machine (“M2M”) applications 
that could bring significant benefits to remote and financially disadvantaged communities. They 

 

1 T Taverney ‘Proliferated LEO is risky but necessary’ Space News, 5 March 2020, https://spacenews.com/op-ed-proliferated-
leo-is-risky-but-necessary/ . 
2 A Allison (2020) ‘WRC-19: New Space law enabling the sustainability of LEO’ Advanced Maui Optical and Space Surveillance 
Technologies Conference, https://amostech.com/TechnicalPapers/2020/SSA-SDA/Allison.pdf.  
3 A Boley and M Byers (2021) ‘Satellite mega-constellation create risks in Low Earth Orbit, the atmosphere and on Earth’ 
Scientific Reports, 11:10642, https://www.nature.com/articles/s41598-021-89909-7. 
4 Boley and Byers, above, n 3. 
5 Australian Space Agency, Communications Technologies and Service Roadmap, 2021-2030, ASA, Adelaide, December 2020, 
https://www.industry.gov.au/data-and-publications/communications-technologies-and-services-roadmap-2021-2030. 
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could also provide new high value services such as internet connectivity in airspace and beyond, 
and will be vital in supporting future space missions beyond Earth’s orbit. 

This Report considers several of the complex challenges that emerging uses of space present 
including: 

• Spectrum capacity; 
• Physical and spectral interference management; 
• Optical and radio astronomy, including casual night sky viewing; 
• Management of debris that may cause harm in space or on Earth; and  
• Competition between operators in the LEO region.6  

 
LEO satellites operate in a different configuration than satellites in geosynchronous orbit (“GSO”). 
This has strained the International Telecommunications Union’s (“ITU”) regulations, which were 
developed over the last half-century to manage orbital slots and spectrum for GSO satellites. At 
the most recent of the ITU’s four-yearly WRCs in 2019, regulations were adopted which provide a 
new mechanism for managing large LEO systems, simpler procedures for ‘short duration’ 
satellites, and a new approach to radiofrequency sharing in the ‘V-band’, which satellite operators 
aspire to use. All of these new regulations will be reviewed at WRC 23.7 

Australia’s communications regulator, the Australian Communications and Media Authority 
(“ACMA”), recently concluded that growth in the space industry will result in: 

• An increase in the ACMA’s satellite filing work; 
• An increase in licence application requests; 
• A need to provide guidance and information on spectrum requirements to assist new 

entrants, such as start-ups and research organisations, who are considering developing 
experimental satellite systems with short-duration missions; and 

• A need to monitor developments in emerging space-based technologies and applications, 
and trends in the spectrum needs of space-based communications systems, with a view to 
informing the ACMA’s future spectrum priorities.8 

 
The ACMA noted that updates have been made to the Radiocommunications (Foreign Space 
Objects) Determination 2014 to include five new satellite companies (OneWeb, SpaceQuest, 
Kepler, SpaceX and Swarm) between 2017 and 2020. Consultations are underway for a further 

 

6 J O’Callaghan ‘SpaceX Starlink Mega Constellation Faces Fresh Legal Challenge’ Scientific American, 15 June 2021, 
https://www.scientificamerican.com/article/spacex-starlink-mega-constellation-faces-fresh-legal-challenge/; Boley and 
Byers, above n 3.   
7 Allison, above n 2. 
8 Australia Communications and Media Authority, Market Analysis, Market Study Australian Space Sector, ACMA, Canberra, 
April 2021. 
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update with respect to a number of new operators.9 Filings for Non-GSO (“NGSO”) networks have 
increased significantly in the past two years, indicating growing pressure on resources and access. 

The Australian Parliament’s House of Representatives Standing Committee on Industry, 
Innovation, Science and Resources (“CIISR”) delivered its report into the Australian space industry 
in November 2021 after 12 months of receiving written submissions and holding public hearings in 
order to hear directly from the Australian space industry.10 The CIISR’s final report (the “Now 
Frontier Report”) contained 38 recommendations on how to better support and facilitate the 
space industry in Australia. These recommendations included more direct and ongoing 
engagement with industry and stakeholders regarding the regulation of space activities, 
implementation of the United Nations’ Long Term Sustainability Guidelines11 and clarification of 
how international law applies to commercial operations. 

This Report considers several challenges facing the use of LEO in the context of particular legal 
regimes applicable to space activities and steps that need to be taken to address issues before 
they become more substantive issues for the use of space. These future challenges include: 

• Consideration of the scope of current regulation and the need for legislatures to consider 
the future of space activities to provide regulatory certainty to current and future 
operations in order to prevent the creation of regulatory gaps between the applicable 
frameworks.  
 

• Discussion of recent actions in Australia and overseas to ensure that spectrum licensing 
and fee regimes are not excessively complex so as to inhibit the development of new 
technologies or the introduction of new operators entering the market. Recent actions by 
the ACMA (and equivalent authorities overseas) indicate that there is an awareness of the 
cost impositions associated with spectrum licensing.  
 

• Exploration of the development of new optical communication technologies and the 
improvement of existing capabilities has the capacity to significantly alleviate spectrum 
congestion and revolutionise long-distance communications. Despite this, there is 
currently an absence of substantive regulation that covers the use of this technology. This 
is likely a consequence of the nascent nature of the technology. Nonetheless, regulators 
should be looking to the future to proactively legislate and regulate in order to prevent 
reactive and inadequate regulatory structures that simply fill gaps. 

 

9 Australian Communications and Media Authority, Update to Foreign Space Objects Determination - consultation 03/2022, 
https://www.acma.gov.au/consultations/2022-02/update-foreign-space-objects-determination-consultation-
032022?utm_medium=email&utm_campaign=Update%20to%20Foreign%20Space%20Objects%20Determination&utm_cont
ent=Update%20to%20Foreign%20Space%20Objects%20Determination+CID_0e259babf8496681938a96e5aa70ea5c&utm_s
ource=SendEmailCampaigns&utm_term=consulting%20on%20an%20amendment.  
10 House of Representatives Standing Committee on Industry, Innovation, Science and Resources, Commonwealth of Australia, 
The Now Frontier: Developing Australia’s Space Industry (Final Report, November 2021) (“Now Frontier Report”). 
11 Committee on the Peaceful Uses of Outer Space, Guidelines for the Long-term Sustainability of Outer Space Activities, UN 
Doc A/AC.105/2018/CRP.20 (27 June 2018) (“Long Term Sustainability Guidelines”). 



  

 

 
 

 
8 

 

 
• The generation and accumulation of space debris in Earth orbit has the capacity to present 

an eventual existential crisis for the future of space activities. There have been calls from 
some quarters for new international laws to govern the generation and prevention of space 
debris. While there are frameworks and broad principles that can be used to regulate 
space debris, many consider these laws to be inadequate. Despite this, the prevailing view 
is that steps taken by international committees, industry bodies, space research agencies 
and individual nations are making real inroads into addressing the problem in a responsive 
and forward-looking manner.  
 

• While space assets are physically removed from terrestrial networks, they remain 
vulnerable to cyber-attacks through ground infrastructure and communications 
capabilities. In examining this issue, it is apparent that, in order to protect against 
excessive risks in this field, there is a need to enhance oversight of the space sector with 
respect to the management of cyber-related risks, a need for Australia to invest in its 
domestic space sector to bolster sovereign capabilities and a need to consider shorter 
termination periods. 
 

• With an increasing number of satellites in orbit – especially in the context of mega-
constellations – there has been a marked increase in the number of satellites that are 
visible to night sky observers. This increase in orbital traffic risks the quality of scientific 
observation activities and is causing concern amongst stakeholders who attach cultural 
significance to the night sky. The concerns around satellite impacts on the night sky are 
creating tensions between users of orbit, observers of space and the beneficiaries of space 
technology. With no firm action nor clear resolution or compromise apparent, the issue of 
uninterrupted dark skies presents a genuine issue for future uses of outer space.  
 

• Whilst space activities are removed from the ‘traditional’ terrestrial domain, they are not 
immune from the operation of those laws. Competition (and antitrust) laws have existed in 
many nations for more than a century and have a role to play in the use of space. LEO, with 
limited orbital slots and substantial input costs required for participation, can be compared 
to the early years of competitive telecommunications markets in Australia with a strong 
desire and clear benefit to opening LEO to numerous operators in order to provide a 
benefit to the end consumer on cost and coverage. Despite this, there is a risk that large 
corporations may be able to establish themselves and subsequently prevent new operators 
from entering the market due to technological barriers. With the space industry involving 
corporations from across the world, there is a genuine need for nations to cooperate when 
considering the role and impact of the activities they authorise.  
 

• Technologies and ambitions in the space sector evolve rapidly. With this in mind, there is 
a need for substantial and ongoing consideration of how new activities are regulated. A 
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failure to responsibly regulate can both stifle innovation and future activities, and present 
risks to the future of the space domain for all space users due to the nature of orbit. 

 
This Report has been produced by the Flinders University of South Australia with financial support 
from the Swinburne University of Technology and its Australian Research Council Discovery 
Project: Spectrum after Scarcity: Rethinking Radiofrequency Management.12  

The authors would like to thank Professor Jock Given and Giles Tanner of the Swinburne 
University of Technology for their comments and suggestions during the drafting of this report, 
and Michelle Neumann and Jack Goldsmith for their contributions to this Report.  

This Report provides for broad, far reaching general commentary on uses of space involving 
satellites and pairs this with information boxes (in gold) and issues boxes that consider the 
challenges for the use of space (in red). 

 

12 ARC DP150100887, Discovery Project, Swinburne University of Technology 
https://dataportal.arc.gov.au/NCGP/Web/Grant/Grant/DP150100887. 
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The Oculus Observatory constructed and operated by Silentium Defence is a passive radar system capable to tracking objects in LEO 
and MEO from regional South Australia. Source: Silentium Defence 
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2. Background  
 

2.1 Low Earth Orbit 
Low Earth Orbit or LEO is a region of space that has been nearly continuously used by humans 
since 1957 (with a human presence in space on a continuous basis since 2000).13 LEO is generally 
accepted to cover an area between the lowest sustainable Earth orbit (a region between 80km 
and 120km above mean sea level) and 2,000km above mean sea level,14 although boundaries vary 
between authorities.15 

LEO has played an important part in deriving commercial and strategic benefits from space, 
whether that be earth observation, communications or service provision. Access to LEO for 
satellite placement also remains substantially more cost efficient than medium-Earth orbit 
(“MEO”) and GSO. 

LEO also provides environmental benefits to satellite operators in the form of natural protection 
from solar radiation that may otherwise damage or destroy satellite technology. Satellites placed 
in higher orbital planes are generally required to employ additional resources and technologies to 
mitigate against solar radiation and other environmental extremes. The presence of atmosphere 
in LEO, albeit miniscule, also provides a source of drag on satellites, causing them to de-orbit 
much more rapidly than those satellites in MEO and above.  

 

2.2 Small Satellites 
The technology that underpins satellites has rapidly evolved since the launch of Sputnik-1 in 1957. 
Sputnik-1 was a small satellite by most measures, weighing just under 84kg. Modern geostationary 
satellites may weigh several tonnes.16 Following the emergence of the New Space movement and 
the popularity of the CubeSat as a development platform in the past two decades, satellite masses 
have rapidly decreased.17 

 

13 D Richardson, “The ISS Marks Two Decades of Continuous Human Presence” Spaceflight Insider (online) 2 November 2020 
https://www.spaceflightinsider.com/missions/iss/iss-2-decades-of-continuous-human-presence/  
14 Inter-Agency Space Debris Coordination Committee, IADC Space Debris Mitigation Guidelines (No IADC-02-01 Rev. 3, 2021) 
8. 
15 D Wright, L Grego and L Gronlund, The Physics of Space Security (American Academy of Arts and Sciences, 2005) 4–42. 
16 For example, Optus C1 had a wet mass of 4,800kg: https://www.optus.com.au/about/network/satellite/fleet/c1. Note: the 
‘wet mass’ of a satellite is the weight of the satellite bus plus any expendable fuels or materials that will be used during the life 
of that satellite while in orbit.  
17 E Howell ‘Cubesats: Tiny Payloads, Huge Benefits for Space Research’ Space.com, 19 June 2018, 
https://www.space.com/34324-cubesats.html; C Daehnick, I Klinghoffer,  Maritz, and B Wiseman Large LEO satellite 
constellations: Will it be different this time?, McKinsey, May 2020, 
https://www.mckinsey.com/~/media/McKinsey/Industries/Aerospace%20and%20Defense/Our%20Insights/Large%20LEO
%20satellite%20constellations%20Will%20it%20be%20different%20this%20time/Large-LEO-satellite-constellations-Will-it-
be-different-this-time-VF.pdf. 
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A ‘small satellite’ is generally regarded as 
one with a mass of less than 1,000kg, 
although precise parameters vary across 
different organisations and governmental 
authorities.18 Since the beginning of the 
2010s, satellites in this size class have been 
increasingly used for earth observation 
activities, IoT applications, orbital sciences, 
education, communications and broader 
service provision. This class of satellite has 
been launched in greater numbers, with 
several ‘constellations’ of small satellites 
emerging, in turn reducing the practical 
limitations of LEO connected with 
serviceability and coverage. 

Small satellites deployed into LEO generally 
serve specific and limited purposes. As was 
recently noted by the United States’ Federal 
Communications Commission (“FCC”), 
small satellites are typically deployed for missions of short duration that involve less intense uses 
of the radio communications spectrum (i.e. generate less data when compared with their larger 
counterparts). In practice, these satellites also have a relatively short on-orbit life span (in the 
realm of no more than 6 years).19 

 

2.3 International Treaty Regime Background, UN Space Treaties 
Outer space is regulated at several levels. The applicable laws and associated policy positions 
have developed over decades in a somewhat fragmented manner in order to suit the needs and 
circumstances of individual nations. 

International laws applicable to space activities were progressively developed from the early 
1950s onwards and continue to evolve today. Over time, the mechanism through which “law” has 
developed has changed from United Nations declarations in the first instance, through to large-
scale multilateral treaties during the 1960s, 70s and 80s, to non-binding recommendations and 
guidelines developed by consensus in the present day.  

 

18 R C Botelho A S. and A L Xavier Jr., “A Unified Satellite Taxonomy Proposal Based on Mass and Size” (2019) 4(4) Advances in 
Aerospace Science and Technology 57, 59–62. 
19 In the Matter of Streamlining Licensing Procedures for Small Satellites (Report and Order) [2019] FCC 19-81, 7-8.  

Size comparison between a SpaceX Starlink 
satellite, a 1U CubeSat with solar panels 
deployed and a human being. Source: Viasat, 
2021 
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The impact of international law depends on the underlying legal, political and constitutional basis 
of a State.  

Australia is a party to all five international treaties relevant to outer space and actively participates 
in United Nations processes regarding principle and guideline development. Australia does not 
have an automatic system of integrating international law. Legislation must be passed to 
implement international obligations within Australia.20 

INTERNATIONAL LAWS FOR SPACE 
Five international treaties are dedicated to outer space. Australia is a party to all five. These treaties 
are the:  

• 1967 Outer Space Treaty: The Outer Space Treaty was the first binding international 
instrument opened for signature. The treaty is frequently described as the ‘magna carta of 
space’, not because of its substance but rather because of its importance for how outer 
space is governed between nations. The Outer Space Treaty is mostly comprised of broad 
‘guiding principles’ that do not provide strict means or mechanisms for compliance. These 
principles include the aspiration that space will be for the benefit of all humankind, that 
outer space will be used exclusively for peaceful purposes, that States are responsible for 
their non-governmental entities’ actions in outer space, and that States must register their 
space objects, amongst other principles. 
 
The Outer Space Treaty has the most State Parties out of all the treaties on space, reflecting 
its broad appeal.  
 

• 1968 Rescue Agreement: The Rescue Agreement is the first of four treaties to refine the 
obligations and provisions set out in the Outer Space Treaty. It is dedicated almost entirely 
to the recovery of space objects (launch vehicles and satellites) as well as rendering 
assistance to astronauts and returning them to their home country.  
 

• 1972 Liability Convention: The Liability Convention is a more technical treaty than its 
predecessors. It establishes a complex regime for apportioning financial liability for damage 
caused by space objects on the surface of Earth and in space. The basic position is that a 
State Party to the Liability Convention is ‘absolutely liable’ for any damage caused by its 
space objects to Earth or to aircraft in flight. Liability for damage arising in orbit (and 
beyond) is to be determined on a ‘fault’ basis. The Liability Convention also includes 
complex exceptions and enforcement procedures. 

 

20 Koowarta v Bjelke-Petersen (1982) 153 CLR 168, 224-225 (Mason J).  
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There is uncertainty as to whether the Liability Convention has ever been formally invoked.21 
Following the de-orbit of the U.S.S.R.’s Kosmos 954 and subsequent crash landing over 
Canadian forests in 1978, which caused substantial damage and required significant 
expenditure from the Canadian Government. A claim was made, but never prosecuted, 
under the Liability Convention. Instead, a ‘diplomatic’ solution was reached. 
 

• 1975 Registration Convention: The Registration Convention is a short instrument with a 
clear focus and purpose. It establishes a United Nations register of space objects and a 
requirement for State Parties to register space objects.  
Registration holds importance in international space law because it provides the basis for 
jurisdiction and control over a space object.  
 

• 1979 Moon Agreement: Unlike the Rescue Agreement, Liability Convention and 
Registration Convention, the Moon Agreement took a more broad and comprehensive 
approach to creating international space law. Despite its name, the Moon Agreement 
provides for laws and principles relating to the use of celestial bodies other than Earth and 
therefore captures the Moon, other planets, asteroids and comets. Amongst the 21 articles 
are prohibitions on the use of force on celestial bodies, protections for scientific exploration 
and investigation, environmental protections, consultation requirements and a framework 
for resource extraction and exploitation.  
The Moon Agreement has not been widely adopted by the international community, with 
some sectors rejecting it entirely.22  

 

2.4 International Telecommunications Union  
The international community developed what is now the International Telecommunication Union 
(“ITU”) in 1865 for the purpose of regulating and introducing standards applicable to 
communications technologies. This evolved to include radiofrequency spectrum. Initially the 
International Telegraph Union, the ITU became a Specialised Agency of the United Nations in 

 

21 S Freeland, ‘Space treaties are a challenge to launching small satellites in orbit’ The Conversation (online) 17 April 2015 
https://theconversation.com/space-treaties-are-a-challenge-to-launching-small-satellites-in-orbit-37971; S Freeland ‘Analysis 
Report: Public Submissions into the Australian Government’s Review of the Space Activities Act 1998’ (August 2016) 62; J 
Burke, ‘Convention on International Liability for Damage Caused by Space Objects: Definition and Determination of Damages 
After the Cosmos 954 Incident’ (1985) 8 Fordham International Law Journal 255, 270-285.  
22 President Donald J Trump, ‘Executive Order 13914, Encouraging International Support for the Recovery and Use of Space 
Resources’ (2020) 85 Federal Register 20381, §2.  
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1949. The ITU is constituted under an international convention and several subsidiary documents 
that govern its operations and functions.23 

The regime that underpins the ITU is one of the most successful in international law, with a total 
of 193 Member States. 

 

23 Constitution and Convention of the International Telecommunications Union (concluded on 19 December 1992, entered into 
force 1 July 1994) 



  

 

 
 

 
16 

 

 

3. 

The Arnhem Space Centre located in the Northern Territory, operated by Equatorial Launch Australia was used to launch three sounding 
rockets into suborbital trajectories in June and July 2022 by NASA. Source: Equatorial Launch Australia 
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4. Pillars of Regulation 
 

Current regulation specifically applicable to LEO can be grouped into two key ‘pillars’: space and 
spectrum. This broadly captures all laws expressly dedicated to space activities in Australia 
(including the launch and return of satellites), and those activities involving radio frequency 
emissions and spectrum use.  

Whilst these two pillars cover the majority of regulations designed to cover space activities in 
Australia, there is also a significant body of laws that may apply to the operators of LEO 
constellations through other means (i.e. general consumer protection or corporations laws). 

 

4.1 Space 
“Access activities” – the launch of an object into outer space and its return from outer space – are 
regulated by the Space (Launches and Returns) Act 2018 (“S(L&R)A”) which is administered by the 
Australian Space Agency. 

 

4.1.1 The Law – Space (Launches & Returns) Act 2018 

Access activities, undertaken by private citizens and corporations, have been regulated in 
Australia since 1998 when the Space Activities Act was introduced by the Australian Parliament. 
This was Australia’s first law to expressly consider launch activities by private enterprise. The 
Space Activities Act was amended and renamed the Space (Launches & Returns) Act in 2018 after 
a substantial review period that commenced in 2015. 

Responsibility for administering the Act rests with a government department with carriage of 
industry, innovation and/or science matters. The name of the department has changed over time. 
At the time of writing, it is the Department of Industry, Science, Energy and Resources. 

The S(L&R)A covers the launch of space objects from Australia, the launch of space objects 
overseas that an Australian company or national has an interest in, the return of space objects to 
Earth, the operation of launch facilities in Australia and the use of high-powered rockets by 
Australian nationals. For many participants in the space industry, receiving an authorisation under 
the S(L&R)A is one of the first steps for putting satellites into orbit. 
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Objects of the Space (Launches and Returns) Act 
The S(L&R)A has four key objects:  

• To establish a system for the regulation of space activities carried on either from Australia 
or by Australian nationals outside Australia; and 

• To establish a system for the regulation of the launch of high power rockets in Australia; 
and 

• To ensure that a reasonable balance is achieved between: 
o The removal of barriers to participation in space activities and the encouragement 

of innovation and entrepreneurship in the space industry; and 
o The safety of space activities, and the risk of damage to persons or property as a 

result of space activities, regulated by this Act; and 
• To implement certain of Australia’s obligations under the UN Space Treaties. 

 

4.1.2 Australian Space Agency (“ASA”) – The Space Regulator 
The ASA was established in 2018 as a non-statutory entity within the Department of Industry, 
Science, Energy and Resources. The ASA was given operational responsibility of the S(L&R)A 
following its establishment. While the ASA administers the S(L&R)A, it is not mentioned within the 
legislation itself and (as a non-statutory agency) it remains vulnerable to changes in the 
departmental structure or machinery of government. 

The ASA has a dual role as both the access activities regulator and space industry promoter. This 
results in the ASA playing an active role in developing policy applicable to the space industry. 
Examples of this include the development of the National Civil Space Strategy, the development 
of roadmaps for specific sector segments, and administering certain grant and funding programs.  

 

Australian Space Agency logo as launched in 2018. Source: ASA 
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Challenges for the Future - Agency Status 
The ASA was established as a non-statutory agency within the Department of Industry, Science, 
Energy and Resources and is led by a Head of Agency. The Australian Federal Government initially 
constituted the ASA under a Charter that set out its roles and responsibilities.   
 
While the establishment of the ASA was well received by industry, the Government was criticised 
for not providing greater funding. 
 
The recent Australian Parliamentary inquiry into the Australian Space Agency heard testimony and 
received several written submissions querying the ongoing role of the ASA.24 Many questioned the 
risks associated with its dual role as both a regulator and promoter of the space industry, and its 
long-term viability given its vulnerability to changes in the machinery of government or funding.25 
Submissions to the inquiry raised the actions of the United Kingdom’s government in 2020 to 
announce that responsibility for the Space Industry Act 2018 (UK) would move from the United 
Kingdom Space Agency to the United Kingdom’s Civil Aviation Authority as part of a ‘policy of 
separating safety regulation from sector promotion to ensure regulation is impartial.’26 
 
Following questioning during the inquiry, the current head of the ASA, Mr Enrico Palermo, 
acknowledged the interest in the ASA becoming a statutory agency, but argued that there was 
significant work required to reach that position. The Now Frontier Report has recommended that, 
as part of the ASA’s post-operational review, the following matters should be given careful 
consideration:27 

• Establishing the Australian Space Agency as a statutory authority 
• Separating its industry engagement and regulatory functions 
• Future workforce requirements, including engaging more staff with industry experience 

and technical expertise as required 
• Budget and resourcing to ensure that it is adequately positioned to meet its stated goals 

and objectives  
 
Pending the Government’s response to the recommendations in the Now Frontier Report, the 
position of the Australian Government with respect to the ASA and its overall structure has not yet 
been confirmed. Recent budget papers have confirmed funding into the foreseeable future.28 
Recent steps to enhance the ASA’s internal capabilities through the establishment of new executive 
positions and rapid hiring throughout the ASA clearly demonstrate that the Australian Government 
is continuing to prioritise the development of the Australian space sector and regulatory 
environment.  
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4.1.3 Launch Activities in Australia 

As at the date of writing, there has not been a successful commercial orbital launch servicing a 
paying customer in Australia. Several participants in the Australian industry are undertaking 
preparatory steps to provide launch services in the future. 

Launch Activities in Australia 
• Southern Launch have been granted several licences for launch activities, including launch 

facility licences for sub-orbital launch activities for its Whalers Way Orbital Launch 
Complex and Mobile Launch Facility at Koonibba. Taiwan Innovative Space Inc. (tiSPACE), 
a Southern Launch customer, was granted Australian launch permits for a sub-orbital test 
launch of its Hapith I vehicle. Following an unsuccessful test launch in September 2021, the 
ASA has granted AT Space (an entity related to tiSPACE) authorisation to launch its newly 
rebranded Kestrel 1 rocket in 2022.29 
 

• Equatorial Launch Australia successfully obtained a launch facility licence and related 
permits in order to host NASA for a campaign of three scientific missions that saw the 
launch of three two-stage Black Brant IX sounding rockets to an altitude of approximately 
250km in June and July 2022.30  
 

• Gilmour Space Technologies are aiming to launch their Eris vehicle from Australia in 2022, 
following engine testing in 2021 and early 2022. Gilmour Space are also seeking approval 
for a launch facility for Abbot Point in Northern Queensland.   

 

24 Now Frontier Report (n 10) 15 – 17, 105 –108.  
25 Ibid 105 [4.61] – 106 [4.64]; See generally, Space Law Council of Australia and New Zealand, Submission No 14 to House of 
Representatives Standing Committee on Industry, Innovation, Science and Resources, Developing Australia’s Space Industry 
(January 2021), 7; Adelaide Law School, The University of Adelaide, Submission No 16 to House of Representatives Standing 
Committee on Industry, Innovation, Science and Resources, Developing Australia’s Space Industry (29 January 2021), 7; 
Evidence to the Standing Committee on Industry, Innovation, Science and Resources, House of Representatives, Canberra, 20 
September 2021, 24 (Chris Deeble, Chief Executive, Northrop Grumman Australia).  
26 Department for Transport, Unlocking Commercial Spaceflight for the UK: Consultation on draft regulations to implement 
the Space Industry Act 2018 (Her Majesty’s Government (UK), 2020), 19. 
27 Now Frontier Report (n 10) xxi [2.115].  
28 See, The Treasury, Budget 2022-23: Budget Measures (Commonwealth of Australia, 29 March 2022) vol 2 127-128; The 
Treasury, Mid-Year Economic and Fiscal Outlook 2021-22 (Commonwealth of Australia, 2021) 262; Note – these budgetary 
measures were in place prior to the 2022 Federal Election and are subject to change dependent on the policy of the Federal 
Government as elected in 2022.  
29 Southern Launch, “First Australian rocket manufacturer secures launch permits to space” (Media Release, 20 July 2022) 
https://www.industry.gov.au/regulations-and-standards/regulating-australian-space-activities/notice-of-minister-decisions-
about-space-activities; D Gooch and E Pedler, “More rockets to launch from Whalers Way site on Eyre Peninsula as tests get 
federal approval” ABC News (online) 20 July 2022 https://www.abc.net.au/news/2022-07-20/southern-cross-approved-for-
test-rocket-launches-port-lincoln/101253656.  
30 M de Zwart ‘NASA to launch 3 rockets from Northern Territory in boost for Australian space efforts’ The Conversation, 9 
June 2022, https://theconversation.com/nasa-to-launch-3-rockets-from-northern-territory-in-boost-for-australian-space-
efforts-184646.  
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4.1.4 Australian Activities Overseas 

An Australian company seeking to launch 
a satellite with a launch service provider 
overseas is required to obtain an Overseas 
Launch Permit from the ASA prior to a 
payload being launched. For the purposes 
of the S(L&R)A, a payload can include 
anything from an entire satellite to 
individual component parts owned by 
Australian entities.31 The law also captures 
experiments that might be sent on 
missions to the International Space Station 
(or other in-space platform if one should be 
developed that accepts such payloads). 
The requirement to obtain an Overseas 
Payload Permit can be tied to Australia’s 
international obligations and the liability 
that attaches to Australia in connection 
with private space activities.  

The Australian Government, during the 
review and reform process during the end 
of the last decade, attempted to reduce 
the regulatory burdens associated with overseas launch activities and streamline the licensing 
process for Australian businesses looking to launch overseas. This decision links to the needs of 
industry and the lack of a mature, reliable and efficient launch service within Australia.  

Government records indicate that the ASA is regularly approving overseas payload permits for 
Australian companies and universities.32  

 

4.2 Spectrum 
Use of radiofrequency and spectrum is regulated by the Australian Communications and Media 
Authority (“ACMA”) through the Radiocommunications Act 1992.  Spectrum regulation follows as 
a consequence of ITU regulations and the need to ensure against interference between 
radiocommunications activities. 

 

 

31 S(L&R)A s 14.  
32 See generally, Australian Space Agency, ‘Notice of Minister decisions about space activities’ Department of Industry, 
Science and Resources (29 June 2022) https://www.industry.gov.au/regulations-and-standards/regulating-australian-space-
activities/notice-of-minister-decisions-about-space-activities. 

Hapith I rocket at the Whalers Way Orbital Launch 
Complex operated by Southern Launch in South 
Australia. Source: ABC News, 2022 
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4.2.1 Australian Communications and Media Authority (ACMA) 

The ACMA is Australia’s principal statutory body for the regulation of satellite communications 
and the electromagnetic spectrum. Unlike the ASA, the ACMA has been established through a 
legislative instrument. Section 9 of the Australian Communications and Media Authority Act 2005 
requires the ACMA to manage radiofrequency spectrum in accordance with the 
Radiocommunications Act 1997, advise and assist the radiocommunications community, manage 
Australia’s contributions to international standards for radiocommunications and educate the 
public around radiocommunications. The ACMA also has responsibilities under several other 
statutory instruments. 

4.2.2 Regulation of Satellite Communications and Broader Spectrum Use 
Australia is located within Region 3 of the ITU’s global spectrum allotment, which includes most 
of the Pacific and Oceania region. Australian spectrum users currently operate within frequencies 
ranging from 8.3 kilohertz to 275 gigahertz. Satellites of all orbital orientations utilise the bands 
upwards from 137 megahertz. The preferential ranges for LEO satellites are the 12-18 gigahertz ‘Ku’ 
and 27-40 gigahertz ‘Ka’ bands. 

The ACMA’s activities in the radiocommunications regulation space are guided by the objects of 
the Radiocommunications Act 1992, which were recently amended to ensure that they were 
appropriate for the modern era and encourage efficiency, innovation and certainty of 
investment.33  

The two primary documents governing ACMA’s responsibilities for satellite operation and 
spectrum usage are the Radiocommunications Act 1992 and the Telecommunications Act 1997, 
with the latter being complemented by the Broadcasting Services Act 1992. 

4.2.3 Radiocommunications Act 1992 
The Radiocommunications Act 1992 seeks to promote the long-term public interest of spectrum 
usage by maximising its efficiency for public and private actors and providing support for the 
policy objectives of Australia. The Radiocommunications Act 1992 creates a licencing and permit 
regime for the allocation and use of spectrum by a range of actors in Australia. Responsibility for 
the Radiocommunications Act 1992 rests with the ACMA. The Radiocommunications Act 1992 
applies to all Australian external territories, as well as to Australian citizens in other jurisdictions 
who are usually domiciled in Australia and intend for radio emissions to be received in Australia. 
There are limited exceptions and protections for Australian defence activities, including during 
certain operations overseas. 

 

33 Radiocommunications Act 1992 (Cth) s 3; Explanatory Memorandum, Radiocommunications Legislation Amendment (Reform 
and Modernisation) Bill 2020, 19. See also, Australian Communications and Media Authority, Five-year spectrum outlook 2022-
27 and 2022-23 work program: Draft for consultation (March 2022) https://www.acma.gov.au/sites/default/files/2022-
03/Draft%20FYSO%202022-27%20for%20consultation.pdf 6.  
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Objects of the Radiocommunications Act 1992 
Following amendments in 2020, the Radiocommunications Act 1992 has a new objects provision. 
The object of the Radiocommunications Act 1992 is “to promote the long-term public interest 
derived from the use of spectrum by providing for the management of spectrum in a manner that:  

• facilitates the efficient planning, allocation and use of the spectrum; and 
• facilitates the use of the spectrum for: 

o commercial purposes; and 
o defence purposes, national security purposes and other non-commercial purposes 

(including public safety and community purposes); and 
• supports the communications policy objectives of the Commonwealth Government.”34 

 
There are three primary classes of licences under the Radiocommunications Act 1992. These 
licences cover different types of spectrum related activity and have differing levels of relevance 
for the space industry and LEO. 

Types of Licences under the Radiocommunications Act 
• Spectrum Licences are licences that entitle a holder to the exclusive use of a portion of 

spectrum (subject to any licensing conditions). Spectrum licences are tradable and confer 
an almost ‘proprietary’ right in a portion of spectrum. Spectrum licences are auctioned by 
government (as opposed to being granted after an application). Spectrum licences are 
typically held by major communications companies and broadcasters. Given the significant 
expense involved in the acquisition of a spectrum licence, LEO operators tend to avoid this 
particular class of licence. 

• Apparatus Licences permit the use of specific transmitters and receivers. Apparatus 
licences are more restrictive than spectrum licences, only granting permission to use 
specific radiofrequencies from specific location(s). An apparatus licence can be granted to 
individuals, government entities and corporations for a period of up to 20 years. There are 
a broad array of different apparatus licences including earth licences and space licences 
that respectively cover uplink and downlink activities with satellites. Given the more specific 
nature of the apparatus licence and lower costs of acquisition, this class of licence is more 
relevant for LEO operators.  

• Class Licences are a form of generalist legal instrument that authorise entire classes of 
transmitters or receivers. Class licences generally cover low risk equipment that can be 
assessed as complying with international or Australian technical standards. Class licences 
are more limited than apparatus and spectrum licences. 

 

34 Quoting from Radiocommunications Act 1992 (Cth) s 3. 



  

 

 
 

 
24 

 

4.2.4 Telecommunications Act 1997 

The Telecommunications Act 1997 regulates the use of telecommunications assets and 
infrastructure within Australia. The Telecommunications Act 1997 is intended to promote the long-
term interests of consumers of telecommunications services in Australia, ensure the 
competitiveness of the Australian telecommunications industry and the availability, accessibility 
and affordability of Australian telecommunications services.  

Section 41 of the Act requires satellite operators to receive a carrier licence by ACMA to operate 
a spectrum ‘network unit’ such as a satellite. Sections 45 to 51 outline licence exemptions for 
Defence, intelligence agencies and certain industries, and gives the Minister discretionary 
authority to allow exemptions for individuals or organisations. Section 10 outlines the 
Telecommunications Act 1997’s application to the Australian mainland and its external territories, 
and s 65 outlines the application of the Act regarding foreign satellite service operators seeking 
to operate in Australia.  

 

4.3 Other Regulation and Sectors 
There is a vast body of additional laws and regulations 
that can apply to LEO operators in Australia and LEO 
operators providing services into Australia. These 
include the laws applying to corporations, Australian 
taxation laws, economic protections, and market 
protection laws.  

This section touches on several of these potential 
areas of compliance.  

 

4.3.1 Civil Aviation 

Traditionally, the Civil Aviation Safety Authority 
(“CASA”) had some responsibility over sub-orbital 
activities (those not reaching sustainable orbits), but 
this role has rapidly diminished due to the provisions 
of the S(L&R)A. The primary role of CASA with 
respect to space activities is airspace management 
and clearance (i.e. ensuring that aircraft are not in a 
launch vehicle’s anticipated path). 

The CASA is the principal regulatory body that 
oversees the issuance of licences to pilots, 
registration of aircraft and promotion of civil aviation 
safety. CASA was established through the Civil 
Aviation Act 1988, which extends to all Australian 
territories as well as to foreign aircraft flying into or 

The launch of sub-orbital sounding 
rockets at a Southern Launch facility in 
Koonibba, South Australia took place 
prior to the ASA taking responsibility for 
sub-orbital launches and was authorised 
by CASA. Source: Southern Launch 
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out of Australian airspace. Rockets that exceed 120 metres must be registered with CASA and 
operate in accordance with the Civil Aviation Safety Regulations 1998. Any vehicle exceeding 100 
kilometres above mean sea level will fall outside of CASA’s regulatory oversight and must be 
authorised by a launch permit by the ASA. CASA still has a limited jurisdiction over the launch of 
rockets:  

• not intended to reach the 100-kilometre threshold; or  
• with a total impulse of less than 889,600 Newton seconds; or 
• with a total impulse of less than 40,960 Newton seconds where the rocket is fitted with an 

active control system.35  
As a consequence of this, CASA no longer plays a central role in space activities, nor the use of 
LEO. 

Part 101 of the Civil Aviation Safety Regulations 1998 requires CASA's approval of a launch area 
and the vertical trajectory of the rocket. It also requires that launches should not jeopardise the 
safety of other aircraft or persons and that launches should not be undertaken in or over prohibited 
areas without authorisation. This administrative responsibility is distinct from the Minister for 
Science and Technology and ASA’s administration of the S(L&R)A. 

4.3.2 Competition Laws 
Businesses operating in or from Australia are subject to a range of restrictions on how they 
conduct business to ensure the maintenance of the Australian economy. The primary restrictions 
are set out in the Competition and Consumer Act 2010 (Cth) (“CCA”). The CCA prevents 
businesses from acting in concert with their competitors to manipulate markets for goods and 
services, misuse their market power or otherwise engage in conduct deemed to be a ‘restrictive 
trade practice’.36 

These laws are in no way specific to satellite operators and apply across the entirety of the 
Australian economy. These laws put limitations on how LEO operators can engage in business 
within Australia. Similar legislation exists in other economies (including the United States, Europe 
and the United Kingdom). These laws have an impact on how operators establish themselves in 
Australia (and overseas) and how they engage with suppliers and customers. In extreme examples, 
competition laws may limit a business’s growth or actions within LEO if it could be found to 
negatively impact on the operation of an economy or specific market more broadly. 

Non-compliance with competition laws can result in the imposition of significant penalties based 
on a business’s turnover and the benefit it receives as a consequence of the non-compliant 
conduct. Some contraventions of these laws can result in significant criminal convictions and/or 
terms of imprisonment.  

 

 

35 High Power Rocket (HPR) Rules, r 5. 
36 See generally, Competition and Consumer Act 2010 (Cth) pt IV.  
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4.3.3 Consumer Protection 

Consumer protection laws – much like competition laws – apply to businesses irrespective of 
what they are doing. Australia’s consumer protection laws are primarily set out in the Australian 
Consumer Law, a schedule to the CCA. Consumer protection laws in Australia prevent businesses 
from engaging in misleading or deceptive conduct, unfair conduct, unconscionable conduct and 
also grant consumers (generally individuals, but also small businesses) enhanced statutory rights 
around the provision of goods and services.  

The consumer protections set out in the Australian Consumer Law require LEO operators who 
provide services to consumers to ensure that the services they provide are of an acceptable 
quality and fit for purpose. While this does not limit how an operator conducts activities in orbit, 
it may impact the type of assets that are placed in orbit, the technology used and how services 
provided from orbit are ultimately marketed to consumers in Australia. 
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5. Defence Uses of LEO 
 

Whilst Defence has traditionally focused on the use of GSO and MEO for communications 
satellites, there is a growing recognition that LEO and small satellites may play an important role 
in the agile deployment of defence capabilities as well as rapid and timely intelligence collection.37 
LEO small satellites provide faster data connections due to lower connection latency and may be 
launched and activated more rapidly than larger satellites. The U.S. Department of Defense has 
commenced engagement with commercial LEO satellite communications providers.38 

Australia’s Defence Strategic Update 2020 recognised the importance of space to the strategic 
environment. The Government has committed to funding a network of satellites to provide an 
‘independent and sovereign communications network and an enhanced space control program.’39 
Australian industry has the capability to undertake such a project. 

The Now Frontier Report has recommended that the Australian Government: 

• Examine ways to better coordinate and align civil and defence space priorities and investment 
(2.107)  

• Work with industry to identify current and future opportunities for the civil space sector to 
support Australian defence space requirements (2.108) 

• Define Australian sovereignty as it relates to the development of Australian space capability 
to ensure that Australia’s space related interests are promoted and protected (3.136)  

• Identify, in consultation with the Australian space industry, particular national space 
capabilities that can be designed, built and delivered by industry (3.137) 
 

Furthermore, the Now Frontier Report recommends that ‘space be identified as a key 
infrastructure priority area’ with a ‘particular emphasis on developing sovereign capability in 
identified areas’ (3.143).40 

In January 2022, the Australian Defence Force also established a new Defence Space Command 
with responsibility for strategic decision making related to the space domain. Quickly after its 
establishment, Defence Space Command released its Defence Space Strategy and Space Power 
eManual.41 

 

37 S Beaumont ‘Small satellite constellations: agile, resilient and replaceable in a conflict’ The Strategist, 7 December 2020, 
https://www.aspistrategist.org.au/small-satellite-constellations-agile-resilient-and-replaceable-in-a-conflict/.  
38 S Erwin ‘DoD eager to leverage LEO broadband constellations’ SpaceNews, 15 November 2021, https://spacenews.com/dod-
eager-to-leverage-leo-broadband-constellations/.  
39 Beaumont, above n 37; See further, Department of Defence Annual Report 2019-2020 
https://www.transparency.gov.au/annual-reports/department-defence/reporting-year/2019-20-136. 
40 Now Frontier Report, above n 10. 
41 Department of Defence, “Defence soars into space” (Media Release, 23 March 2022) 
https://news.defence.gov.au/capability/defence-soars-space.  
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5.1 Defence Trade Controls Act 2012 
The Defence Trade Controls Act 2012 (Cth) regulates dealings in items listed in the Defence and 
Strategic Goods List (the “DSGL”) and in items covered by the Defense Trade Cooperation Treaty 
between Australia and the United States of America. This includes military and dual use goods 
and technologies and hence applies to many components of the space industry. It creates a 
regime to control and manage such dealings. 

Export Regulated Space Technologies in Australia 
The DSGL lists a substantial number of technologies and components that are essential for space 
assets. The following are examples of items listed on the DSGL:42  
• Item 1C107: Certain graphite, ceramic, and silicon-carbide materials usable for rocket nozzles 

and reentry vehicle nose tips in space launch vehicles or sounding rockets. 
• Item 7A116: Flight control systems and servo valves designed for use in space launch vehicles 

or sounding rockets including (but not limited to) pneumatic, hydraulic, mechanical, electro-
optical, or electromechanical flight control systems and attitude control equipment.  

• Item 9A004: Space launch vehicles, "spacecraft", "spacecraft buses", "spacecraft payloads", 
"spacecraft" on-board systems or equipment, terrestrial equipment and software related to 
these items.  

• Item 9A010: Specially designed components, systems and structures for launch vehicles, 
launch vehicle propulsion systems or “spacecraft” including certain components and structures 
dependent on their material composition.  

• Item 9A104: Sounding rockets, capable of a range of at least 300 km.  
• Item 9A106: Systems or components specifically designed for liquid or gel propulsion systems.  
• Item 9A115: Launch support equipment including apparatus and devices for handling, control, 

activation or launching, designed or modified for space launch vehicles, unmanned aerial 
vehicles capable of a range exceeding 300 km or sounding rockets, and vehicles for transport, 
handling, control, activation or launching, designed or modified for space launch vehicles or 
sounding rockets. 

• Item 9B116: Specially designed “production facilities” for the space launch vehicles, or systems, 
sub-systems, and components specified, or complete rocket systems or “unmanned aerial 
vehicles” capable of a range exceeding 300 km. 

 

 

  

 

42 This is not a comprehensive summary of all space-related items on the DSGL.  
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5.2 Technology Safeguards Agreement (“TSA”) Negotiations 
Australia has commenced negotiations with the U.S. on a bilateral Technology Safeguards 
Agreement to facilitate the exchange of sensitive technology and information from the U.S.43 It is 
anticipated that such an agreement will be in place by 2024.  

A TSA would improve access for Australian satellite operators to defence-regulated technology 
developed in the United States. For example, this could allow Australian operators to use 
technologies developed for large scale LEO constellations as well as for other uses of LEO. It could 
also allow United States based entities to undertake more activities in the Australian market with 
reduced regulatory burdens and compliance obligations. 

Space is also one of the potential areas of collaboration under the AUKUS partnership between 
Australia, the U.S. and the U.K. announced in September 2021.44 

 

5.3 Defence Space Strategy  
Following the establishment of the Defence Strategic Command was the release of the Defence 
Space Strategy. The document describes space domain from an Australian defence perspective, 
noting the areas of risk and opportunity, and sets out the Department of Defence’s ‘vision’ for the 
future.  

While the document takes a strong defence strategic view, it also highlights several goals relevant 
to Australian capabilities and capacity in LEO, including a focus on developing a national space 
enterprise and improving engagement with stakeholders.  

Of relevance to LEO were focuses on (amongst other areas):  

• Developing and leveraging capabilities to ensure access to space;  
• Coordination between operators in LEO due to increasing congestion and the risks that 

presents from a strategic perspective; 
• Developing a space program that will foster Australian space industry capabilities;  
• Promoting safe and responsible uses of outer space across Government, allies and partners; 
• Developing a regulatory framework that is easily understood that minimises regulatory 

burdens;  
• Increasing the frequency of engagement with the Australian space industry; and 
• Building community understanding of the importance of the space domain. 
 

 

43 The Hon C Porter MP, New measures to help grow Australia’s civil space sector, 1 July 2021 
https://www.minister.industry.gov.au/ministers/porter/media-releases/new-measures-help-grow-australias-civil-space-
sector. 
44 M Davis ‘Boosting space capabilities through AUKUS’ The Strategist, 6 Oct 2021| 
https://www.aspistrategist.org.au/boosting-space-capabilities-through-aukus/.  
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These matters, when considered together, demonstrate a clear focus on refining Defence’s 
approach to space with the aim of improving Australia’s position in the domain, work that will rely 
on LEO.  

The Defence Space Strategy looks to the long term for implementation, noting that there will be 
funding of more than $7 billion over the coming decade.  

 Australia’s Defence Space Strategy was released shortly 
after the Space Defence Command was launched in early-
2022. Source: Department of Defence 
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6. Challenges and Issues for the Future 
 

Current and future planned uses of LEO present a range of technical, legal and ethical questions. 
These questions range from existential in nature – questioning whether human activity in LEO 
could risk access to space for future generations – through to more legalistic questions that go to 
‘how’ humans regulate LEO activities.  

This section considers several of the challenges facing LEO, options for the future and the role of 
regulation. 

6.1 Regulatory Structures 
As the above content sets out, there is a complex web of space and spectrum related laws that 
must operate in tandem with traditional, broad, legal frameworks that apply to all actors within 
the Australian market. As with any developing industry sector, the regulatory settings must be 
sufficiently certain to give industry participants and their investors and supporters confidence to 
invest in the sector. 

Challenges for the Future – Scope of Regulation  
The scope of space-specific regulation in Australia is narrow. The S(L&R)A only applies to access 
and return activities and the Radiocommunications Act only applies to the use of spectrum. The 
limited application of these laws creates questions around the actual rules that apply to orbital 
activities.  
 
The S(L&R)A, despite being designed to regulate space activities, has a limited role in regulating 
satellites once they are in space. It was for this reason that the Australian Parliament changed the 
name of the law to the S(L&R)A, with its previous name, the Space Activities Act, considered too 
broad and not reflective of the law’s ‘limited function’ of 'regulat[ing] the launch and return of space 
objects.’45 
 
By comparison, the Radiocommunications Act only regulates uses of spectrum. While this may be 
relevant and useful for ensuring that operators do not act in a way that would cause interference 
between each other (i.e. operating in overlapping frequencies in an uncontrolled manner), this does 
not provide any comfort or control over how an operator controls their orbital assets generally. 
 

 

45 Department of Industry, Innovation and Science, Reform of the Space Activities Act 1998 and associated framework 
(Legislative Proposals Paper, 24 March 2017) 10; Steven Freeland, Public Submissions into the Australian Government’s Review 
of the Space Activities Act (Analysis Report, August 2016), 108.  
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Despite this, the S(L&R)A does venture into the in-orbit regulatory sphere to a limited extent. All 
applicants under the S(L&R)A need to satisfy the relevant Minister that there is no reason relevant 
to the security, defence or international relations of Australia that a permit or licence must not be 
granted.46 This requirement would clearly allows regulatory authorities to examine the intended 
operations of a satellite before a licence is granted to determine if there is a material risk of an 
operator undertaking activities that would negatively interfere with others. Furthermore, the Space 
(Launches and Returns) (General) Rules 2019 also requires an applicant to provide an undertaking 
that they will operate their space object in a way that is compatible with the Liability Convention 
and will not negatively affect Australia’s national security.  
 
While the S(L&R)A – as a consequence of broad licence provisions and drafting – appears to cover 
orbital activities, the law was not structured in a way that easily enables coverage of ongoing 
activities in space. Much of the technical detail that would traditionally be required to regulate a 
complex series of activities in outer space is still lacking.  
 
The Australian position aligns with that of the United States. In the U.S., the FAA’s Office of 
Commercial Space Transportation (a division separate to the FAA’s aviation responsibilities) 
regulates the launch of vehicles into orbit and their return from space. The FCC regulates the use 
of spectrum (and to a limited extent, imposes obligations regarding debris mitigation requirements), 
whilst the National Oceanic and Atmospheric Administration regulates the use of earth observation 
technology. Between these agencies, there is no general coverage of orbit activities – an issue 
noted by U.S. Congress several times in recent years but not yet resolved.  
 
With operators seeking to undertake new and innovative activities in LEO, including in-orbit 
manufacturing, tourism, proximity operations, active debris removal and non-earth orbital activities, 
there is a need to provide regulatory certainty to current and potential future operators in a way 
that will allow them to advance their operations. Without regulatory certainty, it is possible that 
operators will be unable to seek finance or in-kind support, thus preventing new operators from 
reaching the space market.  
 
Clearly the regulatory responses in Australia and internationally will guide the overall risk framework 
and appetite for new activities, however, in general, issues regarding behaviour ‘in space’ are the 
domain of international law. Current discussions regarding behaviour in space have shifted from 
the UNCOPUOS to the UN First Committee after years of stalemate of the Prevention of an Arms 

 

46 See, e.g. Space (Launches and Returns) Act 2018 s 28(3)(e).  
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Race in Outer Space (“PAROS”) process.47 The first meeting of the UN Open Ended Working Group 
on Reducing Space Threats (“OEWG”) was held in May 2022.48 Despite the current tensions 
regarding the Russian invasion of Ukraine, the meeting of the OEWG was regarded as a good 
beginning, but substantive discussions are yet to occur. Clearly the voice of commercial operators, 
whose investment is subject to the security environment of space, is not directly involved in such 
discussions, highlighting the regulatory gap between the functions of international and domestic 
space laws.  
 
The potential for growing international tension regarding the use of LEO constellations is also worth 
noting. For example, China lodged a note verbale to the UN COPUOS alleging that astronauts on 
the Chinese Space Station had been placed at risk by close encounters with Starlink satellites and 
had to perform collision avoidance manoeuvres on two occasions.49 The note claimed that this 
activity was in breach of obligations under Article V Outer Space Treaty, a claim that was rejected 
by the U.S..50 Another example is the role played by Starlink in providing communication in Ukraine, 
provoking criticism from Russia and China, and raising questions of whether their satellites might 
be legitimate military targets.51 

 

6.2 Spectrum access 
Access to spectrum remains one of the primary threshold requirements for access to space. 
Accessing spectrum is not a cheap or simple process for many Australian (or international) 
operators. The fees under the Radiocommunications Act are determined on a cost recovery basis, 
with the precise fee based on the type of equipment being licenced, the nature of the activity and 
the technology itself. In most instances, a satellite operator will also be required to pay fees that 
ACMA will incur on its behalf when lodging filings with the ITU as well as fees associated with 
applications to provide services in other countries. 

 

47 United Nations, Report of the Secretary-General on reducing space threats through norms, rules and principles of responsible 
behaviors (2021) https://www.un.org/disarmament/topics/outerspace-sg-report-outer-space-2021/. 
48 Theresa Hitchens, ‘UN talks on space norms surprisingly collegial, but fireworks to come: Sources’ Breaking Defense, 31 May 
2022,  https://breakingdefense.com/2022/05/un-talks-on-space-norms-surprisingly-collegial-but-fireworks-to-come-
sources/. 
49 A/AC.105/1262, Note verbale dated 3 December 2021 from the Permanent Mission of China to the United Nations (Vienna) 
addressed to the Secretary-General, 
https://www.unoosa.org/res/oosadoc/data/documents/2021/aac_105/aac_1051262_0_html/AAC105_1262E.pdf;    R Kwan 
and J Henley, “China berates US after ‘close encounters’ with Elon Musk Satellites” The Guardian (online) 28 December 2021 
ahttps://www.theguardian.com/science/2021/dec/28/china-complains-to-un-after-space-station-is-forced-to-move-to-
avoid-starlink-satellites. 
50 See US Response, A/AC.105/1265, Note verbale dated 28 January 2022 from the Permanent Mission of the United States of 
America to the United Nations (Vienna) addressed to the Secretary-General, https://documents-dds-
ny.un.org/doc/UNDOC/GEN/V22/003/46/PDF/V2200346.pdf?OpenElement.  
51 T Simonite ‘How Starlink Scrambled to Keep Ukraine Online’ Wired, 11 May 2022, https://www.wired.com/story/starlink-
ukraine-internet/.  
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Challenges for the Future – Cost of Accessing Spectrum 
In recent years, considerable changes have been made to Australia’s charging arrangements for 
spectrum that is used, and likely to be used, by satellite operators. These changes particularly 
respond to the rapid evolution of space technology and to international pricing comparisons, 
thereby recognising that Australia must take steps to ensure that it is a ‘jurisdiction of choice’ for 
spectrum users.  
 
In 2017, the ACMA sharply reduced apparatus licence taxes for Ka band spectrum, which includes 
the ‘millimetre wave’ spectrum at 28 GHz used extensively by the space industry in Australia and 
internationally.52 Further changes were implemented, and more are proposed in response to the 
Government’s 2018 Spectrum Pricing Review.53 
 
In 2021, the ACMA implemented a first tranche of spectrum pricing reforms, including reduced tax 
rates for services above 5 GHz and the introduction of a 'systems price' for co-located 
earth stations that are authorised under the same licence. A second tranche of reforms 
was proposed by the ACMA in October 2021.54 Following a consultation period, the ACMA 
published its response to industry on 8 July 2022 stating its intention to move forward with 
changes to how certain licences are taxed.55 
 
Australian authorities are not alone in considering the fees that apply to spectrum licensing and 
filings, and associated administrative work by regulators.56 The U.S. FCC considered comments as 
part of its consideration of new regulations for NGSO constellations.57 As with Australian 
authorities, the FCC is obliged to recover its costs from applicants.58 However, as part of its 
regulation making process, it proposed a $US30,000 application fee for NGSO small 
constellations, down from $US471,575 for other NGSO constellations in 2019.59 These fees are in 
addition to annual regulatory fees. To ensure it reduced the burden on small NGSO constellation 
operators, the FCC also proposed a fee 1/20th of the size of existing annual NGSO fees.60 The 
ACMA’s proposal to change what is currently a fixed satellite filing and coordination fee to an 
hourly rate based on actual administrative work performed has the potential to reduce costs of 
LEO operators.61  
 
These steps by regulators in Australia and overseas suggest that the unavoidable costs associated 
with entering the space asset market are being actively considered and reduced in order to benefit 
operators entering the industry with new products and services. 

 

52 J Nally ‘Reduced satellite taxes welcomed’ Critical Comms, 24 January 2017, 
https://www.criticalcomms.com.au/content/industry/article/reduced-satellite-taxes-welcomed-539033011. 
53 Department of Communications and the Arts, Spectrum Pricing - Review, February 2018, 
https://www.infrastructure.gov.au/sites/default/files/spectrum-pricing-review_0.pdf.  
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As the use of space increases in prevalence, and operators continue to transition the provision of 
services to space, new technologies are emerging in order to improve communications without 
interference. Free-space optical (“FSO”) communications are burgeoning LEO technologies that 
employ high-speed and precise laser communications between small satellites and terminals on 
Earth. FSO communication systems do not emit radio waves, and instead harness higher 
frequency visible and infrared light on the electromagnetic spectrum. This type of communication 
could reduce congestion of spectrum whilst also providing low latency communications on Earth 
and between spacecraft.62 

As FSO communication systems are reliant on directed and uninterrupted laser beams to function, 
they are susceptible to atmospheric conditions that may obscure or redirect the refraction of light. 
While technology is being developed to counteract this, the FSO technology is currently nascent 
and far smaller than the mature radio emitting alternatives that are available. While there is 
currently limited commercial viability, there is growing interest in FSO communications’ strategic 
benefits. Maritime communications in particular could be greatly enhanced with the development 
of FSO communications as vessels at sea are often far from terrestrial ground stations and thereby 
reliant on traditional satellite communications. In open seas and favourable weather, vessels can 
best harness laser communication free from atmospheric interference. However, as the FSO 
communication industry remains in its current form, there appears little impetus for government 
to regulate it in any significant capacity. 

FSO communications, and the use of lasers generally, were noted in the UNCOPUOS’s Long Term 
Sustainability Guidelines, with a direct reference to the need for parties using lasers in space 
(irrespective of their application) to take care to prevent accidental illumination of other space 
objects and to consider the potential impacts of the activity.63 This guideline is couched in the 
significant potential for lasers to cause serious harm and to interfere with the operation of space 
objects. 

 

54 ACMA, Response to the implementation of the Spectrum Pricing Review (part 2) - consultation 38/2021,  
https://www.acma.gov.au/consultations/2021-10/response-implementation-spectrum-pricing-review-part-2-consultation-
382021?utm_medium=email&utm_campaign=Response%20to%20implementation%20of%20Spectrum%20Pricing%20Revie
w%20part%202&utm_content=Response%20to%20implementation%20of%20Spectrum%20Pricing%20Review%20part%20
2+CID_a72147dfc47e67f9107cbb5191f61ffa&utm_source=SendEmailCampaigns&utm_term=consultation%20page%20on%20
the%20ACMA%20website. 
55 Australian Communications and Media Authority, “ACMA wraps up spectrum pricing reform with last changes” (Media 
Release, 8 July 2022) https://www.acma.gov.au/articles/2022-07/acma-wraps-spectrum-pricing-reform-last-
changes?utm_medium=email&utm_campaign=More%20reforms%20end%20our%20implementation%20of%20the%20Spec
trum%20Pricing%20Review&utm_content=More%20reforms%20end%20our%20implementation%20of%20the%20Spectru
m%20Pricing%20Review+CID_625b341bd24eabb90800fc3b11113694&utm_source=SendEmailCampaigns&utm_term=websi
te.  
56 Australian Communications and Media Authority, Draft Cost Recovery Implementation Statement – fees for 
radiocommunications, telecommunications and broadcasting services: Budget year 2022-23 (27 June 2022) 11. 
57 In the Matter of Streamlining Licensing Procedures for Small Satellites (2019) 34(16) FCC Record 13077.  
58 47 USC §§159(a), 159(a).  
59 In the Matter of Streamlining Licensing Procedures for Small Satellites (2019) 34(16) FCC Record 13077. 13116 [101] – 13117 
[102].  
60 Ibid 13118 [104]. 
61 Australian Communications and Media Authority, above n 56.  
62 For example, new Starlink satellites are reported to have optical communication capabilities to assist with satellite-to-
satellite data transfers. 
63 Long Term Sustainability Guidelines, B.10. 
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Challenges for the Future – Regulation of Optical Communications 
In its 2021 Market Study into the Australian space sector, the ACMA suggested that ground 
stations for FSO communications using frequencies below 420 THz require authorisation under 
the Radiocommunications Act 1992. Those FSO communication systems using visible light will not 
be subject to this regulation. Despite the capture of some FSO communication systems, the ACMA 
has suggested that current regulatory arrangements are unlikely to be satisfactory and that the 
Government may need to re-evaluate the ranges in the Radiocommunications Act 1992 in order to 
capture FSO communications.64 
 
From a technical perspective, FSO communication systems harness spectrum, but they do not 
cohere to the definition within the Radiocommunications Act 1992 which refers to ‘the range of 
frequencies within which radiocommunications are capable of being made.’ FSO systems are not 
“radiocommunications” in the traditional sense. 
 
Under a separate regulatory regime, the Telecommunications Act 1997 defines a ‘carriage service’ 
as ‘a service for carrying communications by means of guided and/or unguided electromagnetic 
energy.’ On its face, this definition does not exclude optical communications. Whilst the 
Telecommunications Act 1997 is focused on regulating services provided to end users, FSO 
communications do not currently have a prevailing broad end user focus, with more limited use 
cases such as satellite-to-satellite interlinks and deep space communication systems.65 
 
In other contexts, the Radiocommunications (Low Interference Potential Devices) Class Licence 
2015 cites the safety provisions within the International Electrotechnical Commission’s (“IEC”) 
standards documents for Australia and New Zealand: AS/NZS IEC 60825.14 Safety of laser 
products – A user’s guide and AS/NZS IEC 60825.1 Safety of laser products – Equipment 
classification and requirements.66 These documents detail best practices for the safe operation of 
lasers. Both refer to IEC 60825-12 Safety of laser products - Part 12: Safety of free space optical 
communication systems used for transmission of information, which addresses the manufacturing, 
installation and operation of FSO communications as well as their safe use.  
 
The advent of FSO communications is beginning to expand the scope of spectrum usage, and 
legislation should adapt its language to reflect these coming technological changes. Currently, 
there is a dearth of regulation directly addressing the unique qualities of FSO communications, 
although this reflects the prevalence of the technology and its somewhat limited applications at 
present. Any regulation will need to actively consider the future of communications technologies 
including “quantum encryption” technologies that are being developed to protect the transmission 
of data through FSO communications. 
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6.3 Debris 
As the volumes of traffic in space increase, there is an increased risk of collision between objects 
– both active and inactive – in orbit. The issue of “space traffic management” or “space situational 
awareness”, concepts that broadly describe coordination between different space users, is 
becoming increasingly important in a domain that is becoming congested. 

Irrespective of orbit, the forces of gravity and drag impact how satellites orbit Earth. Several 
consequences of this emerge: 

• Objects in orbit will remain in orbit for an extremely long time if caution is not used when 
selecting an orbit; 

• If a satellite fails on orbit, it is nearly impossible to recover that satellite and it must 
naturally de-orbit;  

• While decaying, a satellite may cross other satellites in orbit, leading to potential collisions 
between satellites; and 

• Collision events have the potential to create thousands of new pieces of uncontrolled 
debris in orbit. 

 
Whilst debris has always been an issue for the uses of orbit, there are no binding or express 
international laws applicable to debris. Article IX of the Outer Space Treaty establishes the 
principle of “due regard”, building upon the principle of free access to and use of outer space with 
mutual co-operation. Whilst the principle of due regard lacks any clear legally recognised or 
quantifiable scope, it does provide context for the recognition of the need to avoid deliberate 
collisions and the scope for international co-ordination and notification of potential harm.  

In practical effect, the U.S. Air Force (and more recently, the U.S. Space Force) has provided space 
traffic management services as part of its space situational awareness program, currently tracking 
over 16,000 pieces of debris and providing collision warnings to a range of space operations. 
There is a growing recognition of greater involvement and co-operation in the monitoring of space 
domain awareness and particularly the scope for the private sector to be involved. Leo Labs is the 
first commercial provider to track objects in LEO. 

Recognising the higher degree of possibilities for the collision of spacecraft in the more congested 
LEO environment, SpaceX has entered into an agreement with NASA to share information 
regarding conjunction avoidance and launch activity.67 Under that agreement, SpaceX undertakes 
to manoeuvre to avoid collisions with NASA spacecraft, thereby avoiding the risk that each party 
would attempt an avoidance manoeuvre and hence increase the risk of collision. Clearly this is an 
agreement between two U.S. entities, who collaborate extensively across a range of activities. 

 

64 Australia Communications and Media Authority, Market Study: Australian Space Sector (Commonwealth of Australia, 2021) 
https://www.acma.gov.au/sites/default/files/2021-04/Market-Study_Australian-space-sector.pdf, Attachment C.  
65 A Chaudhry and H Yanikomeroglu ‘Free Space Optics for Next-Generation Satellite Networks’ 7 October 2020, 
https://doi.org/10.48550/arXiv.2010.03098.  
66 Radiocommunications (Low Interference Potential Devices) Class Licence 2015 (Cth) s 5 Note 3. 
67 NASA, NASA, SpaceX Sign Joint Spaceflight Safety Agreement 19 March 2021, https://www.nasa.gov/press-release/nasa-
spacex-sign-joint-spaceflight-safety-agreement. 



  

 

 
 

 
38 

 

However, it does highlight the need to develop some clearer and more extensive rules of the road 
regarding who should move when a collision is identified as possible. 

Australian regulation imposes no explicit requirement to avoid or reduce the possibility of 
collision, however: 

• In granting a launch permit or an overseas payload permit, the Minister must have regard 
to the ‘security, defence or international relations of Australia,’ which may encompass such 
considerations;68 and 

• Applicants for launch permits must have a debris mitigation strategy in place with respect 
to the objects they launch into space, as a result of amendments made in 2018. 

Internationally, debris is being addressed in various forums. Domestic laws across the world now 
generally require applicants for licences to have a debris mitigation plan and regulators consider 
how satellites will be disposed of while consulting on and drafting new laws and regulations.   

Space remains a precarious domain to operate in irrespective of the steps taken to mitigate 
against risks. The importance of comprehensive debris strategies and satellite fail-state 
contingencies was highlighted in February 2022, when a geomagnetic storm increased 
atmospheric density and subsequently prevented 40 Starlink satellites from reaching their 
intended orbit.69 The 40 satellites were subsequently de-orbited in line with strategies put in place 
prior to the launch. Without comprehensive plans and redundancies in place, these satellites 
could have remained in orbit and presented a collision risk to existing orbital assets, and risked 
damage in other respects if there were to be uncontrolled re-entry of what is a substantial number 
of satellites. 

Challenges for the Future: Is There a Need for a New Debris Treaty? 
General laws have a role to play in preventing the accumulation and build-up of debris. International 
law as it currently stands, including customary international law, applies in outer space by virtue of 
the operation of Article III of the Outer Space Treaty. International law has developed progressively 
over decades to create standards for the protection of the terrestrial and atmospheric 
environments.  
 
The law on space debris is segmented. There are no treaty provisions that specifically mention 
space debris. Article IX of the Outer Space Treaty is commonly considered to be the most 
substantive space-specific treaty-level provision that can be used to address space debris as an 
issue. Article IX, in brief, requires nations party to the treaty to have due regard to the activities of 
other nations and, where they expect there to be potential harmful interference, to consult with 

 

68  See, S(L&R)A ss 28(3)(e), 46B(2)(c).  
69 SpaceX Updates, Spacex's Approach To Space Sustainability And Safety, 22 February 2022 
https://www.spacex.com/updates/; T Malik ‘SpaceX says a geomagnetic storm just doomed 40 Starlink internet satellites’ 
Space.com, 9 February 2022 https://www.space.com/spacex-starlink-satellites-lost-geomagnetic-storm. 
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other parties. Article IX provides a lot of room for States to interpret and implement compliance 
measures but does not contain any prescriptive standards of performance. 
 
Comparatively, whilst Article III of the Outer Space Treaty confirms that international law applies 
more generally in outer space, there has not been an active movement to confirm or transplant 
existing international environmental laws into the space context. This can be attributed to a range 
of matters including hesitation from some quarters to expand laws applicable to the environment. 
 
Outside of the treaty framework applicable to space activities, there has been substantially more 
activity in the development of guidelines and principles that expressly contemplate space debris.70 
These principles, typically adopted through a consensus process, provide a starting place for States 
to legislate and take steps to prevent the build-up of debris within their own jurisdictions. Whilst 
these principles and guidelines have been accumulating over recent years, the question of whether 
States should draft a new treaty on space debris remains.  
 
Calls for a new treaty covering outer space have been frequent and persistent.71 The primary 
argument in favour of drafting a new multilateral treaty, which would include content on space 
debris, relies on the argument that a treaty obligation is clear and that States are legally required to 
comply once they ratify the document. As noted by Ward Munters, there are substantial barriers 
to the introduction of a new treaty. Non-binding materials – as the current prevailing format of 
choice for principle making at the UNCOPUOS – contribute to the body of principles applying to 
space activities but do not necessarily intrude on how States conduct themselves in space without 
their acquiescence.  
 
Negotiation of a multilateral, broad appeal treaty is a practically difficult task. This is further 
compounded by the need for such a document to be flexible enough to consider today’s space 
activities and space activities in the future. Current reliance on non-treaty, secondary materials are 
producing substantive and forward-looking outcomes that are capable of evolving and being 
updated as technology evolves in a way that treaty provisions cannot. Furthermore, due to the 
threat of debris applying equally to all space domain users, private organisations are also taking 
steps through international bodies to produce and comply with standards that either adhere to, or 
set, best practices in debris mitigation. While efforts to reduce the risks associated with orbital 

 

70 W Munters, ‘Space debris conundrum for international law makers’ (2016) 1(7) Room (online) 
https://room.eu.com/article/space-debris-conundrum-for-international-law-makers. 
71 A Ellery ‘We need new treaties to address the growing problem of space debris’ The Conversation, 26 May 2019, 
https://theconversation.com/we-need-new-treaties-to-address-the-growing-problem-of-space-debris-115757; A Salter ‘A 
Space Treaty to Stop the Sky From Falling’ WSJ Opinion, 16 November 2021, https://www.wsj.com/articles/a-space-treaty-
to-stop-debris-antisatellite-junk-orbit-kessler-syndrome-russia-weapon-11637074865. 
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debris continue to be successful, there does not appear to be a significant need for a treaty-level 
agreement on space debris at this time. 

 

6.4 Cyber Security and Risks 
Hostile or malicious cyber operations are occurring on a more frequent basis, with targets 
frequently including government and non-government entities across the world. Cyber security is 
a key matter for LEO operators, with the means of control of satellites being limited to 
radiocommunications controlled through computer systems. If a malicious entity were able to 
access the control systems of satellites, there would be a material risk of a complete and 
permanent loss of control of the asset.  

The binding requirements for LEO satellite cybersecurity are most clearly outlined in the Space 
(Launches and Returns) (General) Rules 2019 and the Flight Safety Code. Section 5 of the 
Telecommunications Act 1997 nebulously refers to the cybersecurity of telecommunications 
systems. There are requirements for industry prior to, during and following a cyberattack on 
critical space infrastructure to comply with the Department of Home Affairs within the Security 
of Critical Infrastructure Act 2018. While legislation may require preventative cybersecurity 
measures, there is no guarantee that they cannot be circumvented. Existing legislation seeks to 
maximise preventative cybersecurity and has only recently addressed contingency plans 
following breaches of cybersecurity for satellite operators. 

In order to obtain both a launch facility licence and a launch permit, ss 22, 56, 97 and 102 of the 
Space (Launches and Returns) (General) Rules 2019 and s 29 of the Space (Launches and Returns) 
(High Power Rocket) Rules 2019 state that applicants,, must submit a ‘technological security’ plan 
to the Minister for Science and Technology for consideration. This technology plan applies to both 
launches and returns of space objects. The technological security plan is intended to cover 
physical risks to launch facilities and vehicles, and also needs to contemplate cybersecurity. In 
explanatory materials accompanying the Space (Launches and Returns) (General) Rules 2019, the 
Australian Government explained:  

Identification of the cybersecurity strategy to be used is important, given the potential for 
malicious actors to gain access to, and potential control of, the launch facility’s [or provider’s] 
network or parts of it. Given the nature of some cyber-attacks it may even be difficult to identify 
if a facility’s [or provider’s] network has been breached. The defensive measures taken to 
protect the network are critical for preventing unauthorised access. 

Before submission, an ‘independent person with suitable qualifications and experience’ must 
assess the adequacy of the ‘cybersecurity strategy’ within the technological security plan. 
However, the requirements for the strategy are not stipulated.  

The Telecommunications Act 1997 requires, in ss 5 and 311, that ‘carriers’, owners of carrier 
licences for telecommunications devices such as satellites, must ‘do their best’ to protect the 
confidentiality of telecommunications and prevent their unauthorised access or interference. 
However, no clear parameters are set.  
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The Security of Critical Infrastructure Act 2018 was amended in 2021 to include a new s 8D, which 
defines the ‘space technology sector’ as critical infrastructure. The amendment sought to provide 
the Government with greater agency in responding to cyberattacks on critical infrastructure. Part 
2B of the Security of Critical Infrastructure Act 2018 requires critical infrastructure operators to 
report cybersecurity incidents to the Department of Home Affairs and Part 3A authorises Home 
Affairs to direct and retrieve the data of critical infrastructure industries if a cyber attack has 
occurred, is occurring, or is deemed to be imminent and prejudices the social and economic 
stability or defence of Australia. 

Challenges for the Future – Balancing Cybersecurity and Commercial 
Viability 

The requirements of the ‘cybersecurity strategy’ within the Space (Launches and Returns) (General) 
Rules 2019 are largely nondescript, and subject to the interpretations of applicants and the 
Government. While this allows for a degree of flexibility for launch operators, this requirement does 
not necessarily extend to satellite operators. The lack of specific detail also fails to provide a 
sufficient uniform standard that is easily accessible and can be applied equally, as is the case in 
other jurisdictions.  
 
The United States’ Committee on National Security Systems Policy 12 (CNSSP12) codifies the 
requirements for U.S. Department of Defense satellites. Authentication and end-to-end encryption 
of the object’s data and propulsion control are required, as are the pseudorandom bit stream 
transmission of data and the installation of secure backup links should the primary secure ones fail. 
However, this policy is not extended to the private sector. 
 
While the blanket requirement for the cybersecurity of all launches in Space (Launches and 
Returns) (General) Rules 2019 does appear to ensure to the maximum degree possible the overall 
security of Australia’s launch operation, it does raise the barrier of entry for smaller operators, as 
the services of an ‘independent person’ required to verify the technology plan may be expensive 
and add extra time onto a licence application. This may serve to repel investors in the Australian 
space industry. The limited coverage of only launch facilities and launch vehicles also results in 
limited protections for satellite assets during their operational phases.72 
 
Benefits - Allowing the operation of private LEO satellites without cybersecurity prescriptions 
certainly provides a boon to the space industry, as it eases the regulatory burden and lowers the 
cost of entry and operation for small operators. Mandating a ubiquitous digital security architecture 

 

72 Note: The requirement that an assessment be undertaken by an independent expert is being reviewed at the time of writing. 
Australian Space Agency, “Space (Launches and Returns) (General) Rules 2019 and Space (Launches and Returns) (High Power 
Rocket) Rules 2019: Stage 1 amendments” Department of Industry, Science and Resources (7 May 2022) 
https://consult.industry.gov.au/space-launches-and-returns-rules-amendments.  
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is also untenable, as different satellites require different security provisions befitting their size, 
purpose and duration in orbit. Furthermore, the physical cybersecurity apparatus for many LEO 
satellites can prove cumbersome and affect the physical dimensions of the object, thereby 
increasing the cost and potentially altering its objective. 
 
Risks - There are potential serious risks to allowing cyber-insecure satellites into space. Private 
data is stored and transmitted to and from satellites in orbit that may be at risk from cyberattacks. 
“Old Space” satellites configured with legacy software systems are particularly vulnerable. Building 
from this, there currently exists no legislation or regulatory oversight of the provenance of the 
open-source software and hardware that is now commonplace in LEO satellites. Programmes can 
be freely downloaded from the internet and components bought off the shelf or 3D printed. Many 
LEO satellites also possess small fuel reserves and remote-control propulsion capabilities.  
 
The ongoing proliferation of thousands of propulsion-capable LEO satellites has instigated fears 
that a malicious actor could hijack control of one or many satellites and collide them with others. If 
sufficiently destructive, a “Kessler Syndrome” outcome could occur, whereby the damage of 
collisions in orbit generates exponential quantities of space debris that could threaten terrestrial 
populations and deny existing and future space enterprises. While the U.S. FCC has noted that 
propulsion control technology is currently imprecise and incapable of producing such a scenario, 
the speed at which satellite development is proceeding could potentially engender this a future 
threat.73 
 
Path Forward? - Outlined in the Radiocommunications Act 1992 is the capacity for ACMA to 
determine ‘equipment rules’ that prescribe standards for radio emitting satellites. Providing more 
accessible cybersecurity standards would ensure greater clarity for industry. This could also 
circumvent the need for an ‘independent person’ and reduce the costs for satellite operation. The 
introduction of clearer and more accessible cybersecurity standards would permit the entrance of 
small private space operators. This would serve as a boon to the Australian space industry. 
 
Building from this, introducing legislation to enhance oversight of the origin of satellite software 
and hardware would help the Government ascertain the cybersecurity risks of constellations. 
Whilst it is beyond the capability of a national jurisdiction like Australia to direct the traffic of 
international supply chains, mandating greater transparency of satellites’ constitutive parts would 
assist policymakers to identify weak points when responding to cyberattacks. Furthermore, 

 

73 In the Matter of Mitigation of Orbital Debris in the New Space Age (Report and Order and Further Notice of Proposed 
Rulemaking) [2020] FCC 20-54, 59. 
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Australia should invest in cultivating a sovereign space industry. Sourcing components from within 
Australia would maximise satellite cybersecurity and sovereign capacity to respond to cyber-
related incidents.  
 
Finally, requiring shorter termination periods for satellites would help ensure the future security of 
LEO. The existing vulnerabilities open for exploitation by malicious actors will be intensified at the 
current pace LEO satellites are proliferating and the countervailing regulation is stagnating. Shorter 
operation periods and more regular software and hardware updates for satellites would maximise 
cybersecurity. 

 

6.5 Interference with Astronomy 
The number, scale and brightness of 
satellites has dramatically increased in 
recent years and the ability to observe 
the night has been identified as a 
significant problem for a range of users, 
from the casual and amateur observer to 
indigenous and First Nations peoples 
who have a unique relationship with 
space, including near-Earth, stars and 
the Moon, for navigation, religious, 
cultural and agricultural, fishing, hunting 
and food cycle purposes, connecting to 
a specific time and place.74  

Radio astronomers have reported that 
the proposed deployment of tens of 
thousands of satellites will have negative 
consequences for observational 
astronomy research, as well as casual 
observers.75 Those effects will only 
increase as more satellites are deployed, 
with an estimate that ‘in the near future, 
one out of every 15 points you can see in 

 

74 K Noon & K De Napoli, Astronomy: Sky Country, Thames & Hudson Australia, 2022, 114-122; A Venkatesan, J Lowenthal, P 
Prem and M Vidaurri ‘The impact of satellite constellations on space as an ancestral global commons’ (2020) Nature Astronomy 
1043-1048; A Venkatesan & A Burgasser ‘Perspectives on the Indigenous Worldviews in Informal Science Education 
Conference’ (2017) The Physics Teacher 55, 456 (2017) https://doi.org/10.1119/1.5008336; A Venkatesan, D Begay, A Burgasser, 
I Hawkins, K Kimura, N Maryboy, L Peticolas, G Rudnick, D Simons, and S Tuttle ‘Collaboration with integrity: Indigenous 
knowledge in 21st century astronomy’ (2019) 51.7 Bulletin of the American Astronomical Society 
https://baas.aas.org/pub/2020n7i020. 
75 S Lawler, A Boley, and H Rein ‘Visibility Predictions for Near-Future Satellite Megaconstellations: Latitudes near 50 Degrees 
will Experience the Worst Light Pollution’ (preprint, 23 November 2021) https://arxiv.org/abs/2109.04328. 

Streaking caused by Starlink Satellites on astronomy 
activities. Source: Vox 
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the sky will actually be relentlessly crawling satellites, not stars.’76 This effect will be experienced 
most directly at ‘50 degrees north and south [of the Equator], near cities like London, Amsterdam, 
Berlin, Prague, Kiev, Vancouver, [and] Calgary …. On the summer solstice, from these latitudes, 
there will be close to 200 satellites visible to the naked eye all night long.’77 

In addition to human observation of the sky, there are also impacts on earth observation missions. 
In a February 2022 submission to the U.S. FCC, NASA noted that where there are satellites 
operating in high numbers in orbits below earth observation satellite systems, there ‘is potential 
for sun-glint and reflections from … spacecraft’ which would in turn ‘cause impacts to those 
missions’ measurements.’78 NASA further submitted that given the increasing likelihood of 
ground-based observatories capturing orbital assets in imagery, there is a risk that ‘satellite 
streaks in … images … could interfere with or hide asteroid detection,’ interfering with NASA’s 
efforts to identify near-Earth objects.79 

Whilst mitigation activities have been considered and proposed, more work remains to be done.80 
To date, SpaceX has conducted voluntary mitigation efforts, via their Darksat initiative, however 
the effectiveness of such initiatives remains contested.81 Astronomers and researchers are also 
working to address the problem with the development of a new Centre for the Protection of the 
Dark and Quiet Sky from Satellite Constellation Interference.82  

Challenges for the Future – The Future of Dark Skies 
“Dark skies,” or regions in which there is no-to-low artificial light interference are essential for the 
furtherance of astronomy and scientific endeavours more generally. In early 2022, Lawler et al 
opined that ‘with hundreds or even thousands of sunlit satellites moving across the night sky at a 
time, research astronomy would be affected’ and that ‘[t]here is simply no way to have tens of 
thousands of satellites in LEO and avoid consequences for astronomy.’83  
 

 

76 S Lawler ‘Soon, 1 out of every 15 points of light in the sky will be a satellite’ The Conversation , 1 December 2021, 
https://theconversation.com/soon-1-out-of-every-15-points-of-light-in-the-sky-will-be-a-satellite-170427. 
77 Ibid. 
78 Letter from S Fonder (NASA Representative to the Commercial Space Transportation Interagency Group Space Operations 
Mission Directorate, Launch Services Office) to M Dortch (Secretary, Federal Communications Commission), “Report No. SAT-
01598 Space Station Applications Accepted for Filing, Space Exploration Holdings, LLC (SAT-AMD-20210818-00105” (7 
February 2022, SATAMD2021081800105) 3. 
79 Letter from Samantha Fonder (NASA Representative to the Commercial Space Transportation Interagency Group Space 
Operations Mission Directorate, Launch Services Office) to Marlene Dortch (Secretary, Federal Communications 
Commission), “Report No. SAT-01598 Space Station Applications Accepted for Filing, Space Exploration Holdings, LLC (SAT-
AMD-20210818-00105” (7 February 2022, SATAMD2021081800105) 3. 
80 SATCON-1 Report, Impact of Satellite Constellations on Optical Astronomy and Recommendations Toward Mitigation, 
https://aas.org/sites/default/files/2020-08/SATCON1-Report.pdf, 2019. These recommendations were further developed at 
SATCON2 in July 2021, with a report forthcoming. See also, IAU Dark and Quiet Skies for Science and Society Report and 
Recommendations, 2020, https://www.iau.org/static/publications/dqskies-book-29-12-20.pdf. 
81 T Horiuchi, H Hanayama, and M Ohishi ‘Simultaneous Multicolor Observations of Starlink's Darksat by the Murikabushi 
Telescope with MITSuME’ (2020) The Astrophysical Journal, Volume 905, Number 1, 3. 
82 J Amos ‘Astronomers stand up to satellite mega-constellations’ BBC News, 4 February 2022, 
https://www.bbc.com/news/science-environment-60262100. 
83 S M Lawler, A C Boley and H Rein, “Visibility Predictions for Near-Future Satellite Megaconstellations: Latitudes near 50° 
Will Experience the Worst Light Pollution” (2022) 163(1) The Astronomical Journal 21, 33, 34. 
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There are laws that could be leveraged to consciously consider the impact of mega-constellations 
(and satellites more generally) on science users of outer space. As has been previously discussed 
in this Report, Article IX of the Outer Space Treaty is broad, and with its focus on preventing 
potentially harmful interference between users of outer space, it could stand as a basis for 
regulatory action in the space domain directed at interference with astronomy activities. Going 
further, through the mechanism available under Article III of the Outer Space Treaty, it may also be 
possible to pose arguments suggesting that where mega-constellations (or any other satellite) 
negatively impact an individual’s rights around religion and culture, there is a breach of the 
International Covenant on Civil and Political Rights and the International Covenant on Economic, 
Social and Cultural Rights by the States authorising and supervising those space activities.  
 
Aside from international laws that might be applicable to the issue of dark skies, the domestic laws 
of authorising States may also be able to play a role in controlling the actions of private actors 
regarding the impact of mega-constellations on astronomy and night sky observation. It was 
reported in 2020 that attempts were being made to require the United States’ FCC to undertake 
environmental impact assessments when authorising mega-constellations – which would have 
required an assessment of the visual impact of these activities.84 While attempts to require this 
assessment have so far been unsuccessful,85 SpaceX has been taking steps in its filings to respond 
to the concerns of astronomers (but maintains the position that the FCC ‘does not have jurisdiction 
over the visibility of satellites’).86 
 
At present, there appears to be little in the way of firm regulatory action to address the concerns 
of astronomers and night sky observers, especially in the context of a rapidly growing commercial 
sector that is reliant on ongoing reductions in regulatory burdens. There appear to be a range of 
operator-initiated actions to reduce the impact of satellite assets, but also suggestions that the only 
effective way to eliminate the problem (from a scientific perspective) is investment in observation 
instruments that can be deployed into orbit – an expensive solution that does not address the issue 
of interference in the short-to-medium term.  

 

84 J O’Callaghan, ‘SpaceX Starlink Mega Constellation Faces Fresh Legal Challenge’ Scientific American, 15 June 2021, 
https://www.scientificamerican.com/article/spacex-starlink-mega-constellation-faces-fresh-legal-challenge/; R J. Ryan, 
“The Fault in Our Stars: Challenging the FCC’s Treatment of Commercial Satellites as Categorically Excluded from Review 
under the National Environmental Policy Act” (2020) 22(4) Vanderbilt Journal of Entertainment and Technology Law 923.  
85 J Rainbow, ‘‘Mounting evidence’ shows need for Starlink Gen 2 environmental review, says Viasat’ Space News, 2 May 2022, 
https://spacenews.com/mounting-evidence-shows-need-for-starlink-gen-2-environmental-review-says-viasat/; J 
O’Callaghan, ‘Is SpaceX’s Starlink Mega Constellation An Environmental Problem? The FCC Says ‘No’’ Forbes, 26 May 2021, 
https://www.forbes.com/sites/jonathanocallaghan/2021/05/26/is-spacexs-starlink-mega-constellation-an-environmental-
problem-the-fcc-says-no/?sh=6a7527f04983.  
86 Space Exploration Holdings, LLC, “Application for Modification of Authorization for the SpaceX NGSO Satellite System” 
(SAT-MOD-20200417-00037, 17 April 2020), 12; Space Exploration Holdings, LLC, “Application for Approval for Orbital 
Deployment and Operating Authority for the SpaceX Gen2 NGSO Satellite System” (SAT-LOA-20200526-00055, 26 May 
2020) 16. 
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Despite these positive steps, there remains a genuine conflict between the stakeholders at the 
heart of the visual interference issue. Whilst regional stakeholders note interference with their 
connection with the night sky, operators will highlight that their mega-constellations are intended 
to service regional and remote communities that are currently unable to access traditional 
terrestrial communication systems. Nations with large open spaces and strong cultural connections 
to the sky, such as Australia and Canada, are placed in a paradoxical position, with mega-
constellations providing broad based benefits to marginalised and remote communities through 
increased access to services at the cost of interference with science and culture. There is a need 
to take action to protect the interests of all stakeholders, but this remains a difficult proposition that 
will need to see substantial investigation and, ultimately, a regulatory and administrative balancing 
act to provide a net benefit to all involved. 

 

6.6 Competition 
At present, there is a small concentration of mega-constellation operators paired with a more 
substantial number of moderately sized communications constellations and GSO satellites. This 
provides a robust range of service providers that are accessible to businesses and consumers. 

Going into the future, there is a risk that certain service providers – especially those using the 
mega-constellation format – will be in a dominant position in the market. Holding a dominant 
position could have several outcomes, some of which would produce negative outcomes for end-
consumers and orbital operators.  

As highlighted above, laws exist in Australia and across the world that regulate the conduct of 
participants in economies, especially those businesses with substantial power in their respective 
markets. In late 2021, the Director-General of the European Space Agency suggested that certain 
mega-constellation operators were so powerful that they were ‘making the rules for orbit’ and 
risking future orbital slot and frequency allocations due to the sheer number of individual 
satellites. 

With more and more satellites being placed into orbit, there is a risk that operators that establish 
themselves in orbit substantially and quickly can block, hinder or otherwise prevent other service 
providers from entering the LEO service provision sector.  

Challenges for the Future – Monopolisation and Competition in Space 
While the traditional approach to regulating space has involved the crafting of unique and specialist 
laws, it may be possible to use existing laws to address the issues associated with mega-
constellation use.  
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An example of this might be in the form of existing anti-trust and competition regulations that have 
been designed to prevent those entities with market dominance or power from preventing 
competition. Anti-trust laws are frequently used by regulators to target participants in industries 
that may not have been contemplated by law makers when they were drafted (i.e. European actions 
against major technology companies).  
 
Section 46 of the Australian Competition and Consumer Act 2010 (Cth) prevents corporations 
with a substantial degree of power in a market from using that power to lessen competition within 
that market. 
 
Existing and early moving mega-constellation operators may have substantial market power by 
simply reaching and establishing themselves in orbit first thereby preventing up-and-coming 
operators from accessing orbital slots – making proposals for competing services uneconomical 
or impractical. By preventing a competitor from access to orbit by virtue of being there first, it may 
be possible to argue that they offend existing legal provisions that are not necessarily dedicated to 
regulating outer space. 
 
Other nations have similar laws. The U.S.’s Sherman Act makes it an offence to ‘monopolize, or 
attempt to monopolize … any part of trade or commerce among the several States’ and the 
European Union’s Treaty on the Functioning of the European Union provides that ‘[a]ny abuse … of 
a dominant position within the internal market or in a substantial part of it shall be prohibited … in 
so far as it may affect trade’ between the members of the European Union. 
 
The rapid growth of the space sector in recent years has seen dramatic shifts in the organisations 
playing a leading role in the space sector, with a move away from traditional defence contractors 
to newer entities focused on developing innovative technologies. This shifting dynamic has 
involved substantial volumes of merger and acquisition activity and moves to publicly float entities 
to generate capital. There is a risk that while these new companies continue to grow and solidify 
their position in the space industry, they may ultimately entrench their position and be able to limit 
competitor growth through the benefits attaching to incumbency. This is not limited to operations 
in LEO and could extend to manufacturing, up- and down-stream services, intellectual property 
management and other aspects of the space industry. 
 
Ongoing coordination between nations on competition issues might see greater focus on larger 
entities or those that have the benefit of incumbency within the sector (such as existing mega-
constellation operators). 
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6.7 Future Technology and Activities 
One of the greatest benefits of the New Space and Space 2.0 eras has been the substantial 
reduction in the cost of accessing LEO as well as the normalisation of using commercial-off-the-
shelf products and componentry. This has led to the rapid miniaturisation of technology and the 
development of new technologies to further reduce the overall costs of deploying assets into LEO. 

 

6.7.1 Space Tugs and Staggered Deployment Technologies 
An emerging technology is the use of ‘space tugs’ or staggered deployment devices that allow 
multiple small satellites to be mounted or loaded into a larger deployer, which is in turn placed 
onto a launch vehicle. The launch services provider places the deployer into a specified orbit and 
the deployer is then capable of deploying small satellites into orbits specified by the small satellite 
operators. The use of a separate controlled deployment unit alleviates one of the largest negatives 
of being a secondary payload customer on a launch vehicle: reduced control over orbital 
placement. 

The commercial arrangement that gives rise to the use of a ‘space tug’ sees the insertion of an 
additional party between the launch operator and the satellite owner. The majority of regulatory 
regimes do not contemplate this style of launch arrangement. Most regulatory regimes will only 
look to the operator and owner of the deployer or ‘space tug’. This could have substantial financial 
and responsibility consequences for the operators of ‘space tugs’ and stifle innovation in this area 
(i.e. the ‘space tug’ operator may be responsible for the activities of their customers following 
deployment). 

With legitimate proposals to use ‘space tugs’ from several international operators (including a 
recent announcement by an Australian company to launch a ‘space tug’), this area should see 
substantial development in the short term once regulators develop an approach to the 
technology.87 

 

5.7.2 Rendezvous and Proximity Operations 
Rendezvous and proximity operations (“RPOs”) are those activities that will see one space object 
approach another space object in orbit. Practically, RPOs already occur in LEO on a semi-regular 
basis in the form of resupply and crewed missions to the International Space Station and Chinese 
Space Station. 

RPOs for satellites are significantly rarer events. There were several Hubble Space Telescope 
service missions between 1993 and 2009 involving the capture of the observatory by the U.S.’s 
Space Shuttle. A recent RPO of commercial significance was conducted by Orbital ATK (a 
subsidiary of Northrop Grumman) using their Mission Extension Vehicle 1 (or “MEV-1”). MEV-1 was 

 

87 Gilmour Space ‘Gilmour signs first European partnership agreement with Exolaunch’ 24 August 2021 
https://www.gspacetech.com/post/gilmour-signs-first-european-partnership-agreement-with-exolaunch. 
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launched in 2019 and rendezvoused with Intelsat 901 in 2020, providing station keeping assistance 
and extending the life of that satellite (launched in 2001, the satellite had a planned life of 13 years).  

MEV-1 was licensed by the United States’ Federal Communications Commission and the National 
Oceanic and Atmospheric Administration in 2019 for the use of spectrum and the use of Earth 
observation capabilities. The MEV-1, once completing its mission in 2025, retains the capacity to 
manoeuvre and perform extension of life and station keeping exercises for additional satellites in 
GSO. 

A second mission extension vehicle, MEV-2, was launched in August 2020 and successfully 
docked with Intelsat 10-02 in April 2021.88 

RPOs present genuine questions around the regulation of on-orbit activities throughout Earth 
orbit. These include the procedures and negotiation obligations between satellite operators, 
whether RPOs would be permitted for defunct or abandoned satellites, how to respond to RPOs 
occurring without consent and how to licence these types of activities. 

As with the laws around debris discussed above, regulation would need to consider international 
law around due regard for the activities and interests of others.  

 

 

 

6.7.2 Non-Earth Orbit Activities 

Elon Musk has famously said that the development of the Starlink constellation is intended both 
to finance the proposed mission to Mars, and to also function as a proof of concept for internet 
connections that will be vital to the proposed mission beyond the Moon.89 As further proof of the 

 

88 Northrop Grumman, “Northrop Grumman and Intelsat Make History with Docking of Second Mission Extension Vehicle to 
Extend Life of Satellite” (Media Release, 12 April 2021) https://news.northropgrumman.com/news/releases/northrop-
grumman-and-intelsat-make-history-with-docking-of-second-mission-extension-vehicle-to-extend-life-of-satellite  
89 T Cross ‘Can Elon Musk’s Starlink satellites bankroll a base on Mars?’ The Economist, 7 November 2021, 
https://www.economist.com/the-world-ahead/2021/11/08/can-elon-musks-starlink-satellites-bankroll-a-base-on-mars.  

Images of Intelsat 10-02 taken by MEV-2 on approach prior to docking Source: 
Northrop Grumman 
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inherent connection between Starlink and Mars, the Terms of Service of Starlink profess to be 
subject to the law of Mars for services beyond Earth.90 

The push beyond cis-Lunar Earth will depend upon deployable constellations of satellites. Hence, 
issues worked through in LEO as a test-bed for future activities and any regulation imposed on 
those activities will have subsequent impact. 

6.7.3 Human Space Flight 
The Russian ASAT test conducted on 
15 November 2021 highlighted the risk 
of LEO congestion and space debris 
upon human activities in LEO.91 The 
debris field created by the destruction 
of the defunct Russian satellite 
created a hazard for the crew of the 
International Space Station, requiring 
them to take shelter in their Soyuz and 
SpaceX Dragon capsules.92 A planned 
spacewalk on 30 November was also 
postponed.93 

Regulation of human spaceflight is a 
nascent area, with only mature 
segments of the market participating 
in such activities. As the cost of 
human spaceflight decreases, it is 
likely that there will be a significant 
increase in activity in this area. 

 

90 Starlink Australia, Starlink Pre-Order Agreement (2022) https:// https://www.starlink.com/legal/documents/DOC-1029-
53044-64?regionCode=AU cl 13: “For Services provided on Mars, or in transit to Mars via Starship or other spacecraft, the 
parties recognize Mars as a free planet and that no Earth-based government has authority or sovereignty over Martian 
activities. Accordingly, Disputes will be settled through self-governing principles, established in good faith, at the time of 
Martian settlement.” 
91 M de Zwart ‘Why the Russian anti-satellite missile test threatened both the international space station and the peaceful use 
of outer space’ The Conversation, 16 November 2021, https://theconversation.com/why-the-russian-anti-satellite-missile-test-
threatened-both-the-international-space-station-and-the-peaceful-use-of-outer-space-171955.  
92 BBC News, Russian anti-satellite missile test draws condemnation, 16 November 2021, https://www.bbc.com/news/science-
environment-59299101.  
93 J Foust ‘NASA postpones ISS spacewalk because of debris’ Space News, 30 November 2021 https://spacenews.com/nasa-
postpones-iss-spacewalk-because-of-debris/. 

Crew of the Inspiration4 mission – the first mission with 
an entirely private crew – in the Crew Dragon 
spacecraft. Source: Space X. 
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Challenges for the Future – Future of Space Regulation 
Human activities in outer space are rapidly changing and evolving. At present, there is significant 
investment and interest in commercialising LEO, but as the technology evolves, there will be 
increasing interest in looking beyond LEO or developing new technology that can utilise the 
benefits of LEO in ways that have not yet been imagined. 
 
As technology and the use of LEO (and outer space more generally) changes, the law needs to 
remain relevant and capable of applying. At present, most domestic laws that contemplate space 
activities are focused on launch and return, and the use of spectrum – not new and innovative ways 
of using space. As more activities are carried out in space, caused in part by a reduction in the 
costs associated with getting to space, there will be a need to expand the laws that apply to space 
and space activities to provide regulatory certainty to operators. These laws will not only need to 
consider the comprehensive but aging international legal framework, but also the activities of the 
future. Where regulation is not ambitious and broad, there is a risk that domestic laws can hamper 
commercial activities. 
 
In some respects, there is a need to further develop the international legal framework. The Outer 
Space Treaty is broad, non-specific and capable of evolving along with the activities of operators. 
International law should not be abandoned in favour of unilateral or bilateral law making that fails 
to take account of the interests of “all” in space. 
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Artwork by Roseanne Kemarre Ellis painted on a communications dish located in Alice Springs, Northern Territory.  Source: SBS News 
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7. Conclusions 
 

These issues indicate that attention needs to be given to the use of the LEO environment by 
domestic governments. As a limited and fragile domain and a research sandpit for activities 
beyond the Moon, lessons are being learnt from the use of LEO regarding the limitations of current 
domestic and international law. The issues raised by the extended use of LEO are also diverse and 
complex. Whilst some action is occurring in the context of the UN OEWG, current international 
conflicts are likely to restrict the success of such endeavours. However, it is hoped that, with 
respect to spectrum, some progress may be made in terms of addressing new uses within the 
regulatory framework. 

Clearly commercial uses are running ahead of anticipated regulatory needs, but this is inevitable 
within the sparse international space law framework, which anticipated far more limited (and 
governmental) uses of outer space. Pressure will inevitably arise from the commercial sector, 
which will demand more certainty and predictability to ensure the necessary investment in their 
evolving business models. Furthermore, the commercial sector will demand the clarification of 
issues such as restriction on space debris, congestion of LEO and access to new areas and 
activities of economic value. 
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